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Description

Cisco has released an advisory stating that a previously unknown vulnerability in the web UI of Cisco IOS

XE software is under active exploitation. The vulnerability, CVE-2023-20198, has a CVSS severity of 10.

This allows a remote, unauthenticated attacker to create an account on an affected system with privilege

level 15 access.

No patch or workarounds are available at the time of writing.

Products Affected

This vulnerability affects devices running Cisco IOS XE software with the web UI feature enabled.

Impact

Exploitation of CVE-2023-20198 could allow an attacker to create an account on the device with a privilege

level of 15. This can provide the attacker with complete control over the device. Once the account is made,

the attacker may drop an implant onto the system resulting in persistent access.

Cisco has reported that this vulnerability is under active exploitation.

Recommendations

The NCSC strongly advises affected organisations to follow Cisco’s advice and disable the HTTP server

feature on all systems with Internet access. If both the HTTP server and HTTPS server are in use, both

commands to disable the HTTP Server feature are required.

Organisations should follow the checks contained within the Indicators of Compromise section of the

Cisco advisory in order to determine if their system has been compromised.

Further information and a recommendations guide can be found here:

• https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/ci

sco-sa-iosxe-webui-privesc-j22SaA4z
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