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Description

The NCSC is aware that Unitronics Programmable Logic Controllers (PLCs) which are used in some

Water and Wastewater Systems are under active exploitation within Ireland.

The devices are used to monitor various stages and processes of water and wastewater treatment, in-

cluding turning on and off pumps at a pump station to fill tanks and reservoirs, flow pacing chemicals

to meet regulations, gathering compliance data for monthly regulation reports, and announcing critical

alarms to operations.

Products Affected

• Unitronics PLC devices

Impact

Unauthorised access to these devices may allow an attacker to impact the ability of the Water and

Wastewater facilities to provide clean potable water to their local communities.

Recommendations

The NCSC recommends performing the following actions:

• Change default passwords on PLCs ensuring a strong password is utilised.

• Require multifactor authentication for all remote access to the OT network, including from the IT

network and external networks.

• Disconnect the PLC from the open internet.

• Back up the logic and configurations on any Unitronics PLCs to enable fast recovery. Become

familiar with the process for factory resetting and deploying configurations to a device in the event

of being hit by cryptoware.

• If possible, utilize a TCP port that is different than the default port TCP 20256.

• Update PLC/HMI to the latest version provided by Unitronics.

The NCSC recommends that any organisation that is affected by attacks on their Water and

Wastewater Systems OT systems provide details of these attacks to the NCSC and contact their

local Garda station as soon as possible.
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DISCLAIMER: This document is provided “as is” without war-

ranty of any kind, expressed or implied, including, but not lim-

ited to, the implied warranty of fitness for a particular purpose.

NCSC-IE does not endorse any commercial product or service,

referenced in this document or otherwise.
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