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Description

JetBrains has released an update for on-premise versions of TeamCity. The update addresses two vul-
nerabilities:

+ CVE-2024-27198 has a CVE 3.0 score of 9.8 (Critical). This is a vulnerability in the web component
of TeamCity that arises from an alternative path issue, allowing for authentication bypass.

+ CVE-2024-27199 has a CVE 3.0 score of 7.3 (High). This is a vulnerability in the web component
of TeamCity that arises from an path traversal issue, allowing for authentication bypass.

The vulnerability was discovered by Rapid7, who have since released full details of the vulnerabilities.

Products Affected

All TeamCity On-Premises versions through to 2023.11.3.

» Exploitation of CVE-2024-27198 may result in the attacker obtaining full control of a vulnerable
TeamCity server.

+ Exploitation of CVE-2024-27199 may allow an attacker to reach a number of limited systems without

authentication, modify settings on the system, as well as disclose sensitive information.

The vulnerabilities are not listed within the CISA Known Exploited Vulnerabilities (KEV) database.

Recommendations

The NCSC strongly advises affected organisations to upgrade their TeamCity systems as applicable.

Further information and some steps that organisations can take can be found here:

* https://blog. jetbrains.com/teamcity/2024/03/additional-critical-security-issue
s-affecting-teamcity-on-premises-cve-2024-27198-and-cve-2024-27199-update-to-2
023-11-4-now/

* https://www.rapid7.com/blog/post/2024/03/04/etr-cve-2024-27198-and-cve-2024-27
199- jetbrains-teamcity-multiple-authentication-bypass-vulnerabilities-fixed/
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