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Description

Vulnerabilities have been discovered in Ivanti Connect Secure (ICS), (formerly known as Pulse Connect
Secure) and lvanti Policy Secure gateways and a patch is available now. CVE-2024-21894, CVE-2024-
22052, CVE-2024-22053 and CVE-2024-22023 could allow an attacker to cause remote arbitrary code
execution, remote denial of service and breach of data confidentiality.

Products Affected

All supported versions of Ivanti Connect Secure (ICS) and Ivanti Policy Secure gateways — Version 9.x
and 22.x.

+ CVE-2024-21894 (Heap overflow vulnerability - CVSS 8.2) in IPSec component could allow an
unauthenticated malicious user to send specially crafted requests in-order-to crash the service
thereby causing a DoS attack. In certain conditions this may lead to execution of arbitrary code.

» CVE-2024-22052 (Null pointer dereference vulnerability - CVSS 7.5) in IPSec component could
allow an unauthenticated malicious user to send specially crafted requests in-order-to crash the
service thereby causing a DoS attack.

» CVE-2024-22053 (Heap overflow vulnerability - CVSS 8.2) in IPSec component could allow an
unauthenticated malicious user to send specially crafted requests in-order-to crash the service
thereby causing a DoS attack or in certain conditions read contents from memory.

* CVE-2024-22023 (XML entity expansion or XEE vulnerability - CVSS 5.3) in SAML component
could allow an unauthenticated attacker to send specially crafted XML requests in-order-to tem-
porarily cause resource exhaustion thereby resulting in a limited-time DoS.

To date, there have been no reports of the active exploitation of these vulnerabilities.

Recommendations

The NCSC strongly advises affected organisations to identify and update affected Ivanti systems to the
latest version.

Further information can be found here:

* lvanti Security Advisory
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https://forums.ivanti.com/s/article/SA-CVE-2024-21894-Heap-Overflow-CVE-2024-22052-Null-Pointer-Dereference-CVE-2024-22053-Heap-Overflow-and-CVE-2024-22023-XML-entity-expansion-or-XXE-for-Ivanti-Connect-Secure-and-Ivanti-Policy-Secure-Gateways?language=en_US
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