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Description

Veeam has released a software update for Veeam Service Provider Console (VSPC) which addresses a

critical vulnerability (CVE-2024-29212) which could be exploited to achieve remote code execution. This

vulnerability has a CVSS 3.11 score of 9.9 and a severity of critical.

Products Affected

• Veeam Service Provider Console versions 4.0 - 8.0 inclusive.

Impact

Exploitation of CVE-2024-29212 could allow an attacker to execute code on the Veeam Service Provider

Console (VSPC) host.

To date, there have been no reports of the active exploitation of these vulnerabilities.

Recommendations

The NCSC strongly advises affected organisations to upgrade to a patched version of VSPC.

Further information and some steps that organisations can take can be found here:

• https://www.veeam.com/kb4575

• https://www.veeam.com/kb4441

• https://www.veeam.com/kb4509

1https://nvd.nist.gov/vuln-metrics/cvss
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DISCLAIMER: This document is provided “as is” without war-

ranty of any kind, expressed or implied, including, but not lim-

ited to, the implied warranty of fitness for a particular purpose.

NCSC-IE does not endorse any commercial product or service,

referenced in this document or otherwise.
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