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Description

The Qualys Threat Research Unit (TRU)' have discovered a Remote Unauthenticated Code Execution
(RCE) vulnerability in OpenSSH’s server (sshd) in glibc-based Linux systems. The CVE assigned to this
vulnerability is CVE-2024-6387.

The vulnerability is known as regreSSHion and if it is successfully exploited, the attacker can obtain
unlimited root-level access to vulnerable systems.

More information from TRU can be found here: https://blog.qualys.com/vulnerabilities-threat
-research/2024/07/01/regresshion-remote-unauthenticated-code-execution-vulnerability
-in-openssh-server.

Products Affected

On Linux systems:
* Versions of OpenSSH starting from 8.5p1 and prior to version 9.8p1.
* Versions of OpenSSH prior to 4.4p1.

OpenBSD-based systems are not vulnerable.

Exploitation of CVE-2024-6387 could allow full system compromise where an attacker can execute ar-
bitrary code with root level access which can lead to complete system takeover, installation of malware,
data manipulation, and the creation of backdoors for persistent access. It could also facilitate network
propagation, allowing attackers to use a compromised system as a foothold to traverse and exploit other
vulnerable systems within the organisation.

Recommendations

The NCSC strongly advises affected organisations to identify any assets that are running OpenSSH and
identify vulnerable versions. The software supplier has released a corrective update, which should be
installed as soon as possible.

Further information and some steps that organisations can take can be found here:

* https://blog.qualys.com/vulnerabilities-threat-research/2024/07/01/regresshion-r
emote-unauthenticated-code-execution-vulnerability-in-openssh-server

* https://www.qualys.com/2024/07/01/cve-2024-6387/regresshion. txt

* https://www.openssh.com/txt/release-9.8
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