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Description

Published: 2024-08-21T21:15:00

Vendor: Google

Product: Chrome

CVE ID: CVE-2024-7971

CVSS3.x Score1: 8.8

EPSS2: 0.530430000

(For up to date EPSS score, click here: https://api.first.org/data/v1/epss?cve=CVE-2024-7971)

Summary: Type confusion in the V8 JavaScript and WebAssembly engine, impacting versions of Google

Chromium prior to 128.0.6613.84, which allows a remote attacker to exploit heap corruption via a crafted

HTML page (Chromium security severity: High). It has been observed under active exploitation in the

wild.

Products Affected

• Google Chrome prior to 128.0.6613.84

Impact

Common Weakness Enumeration (CWE)3: Type confusion

Present in CISA Known Exploited Vulnerability(KEV)4 catalog: YES

Used by Ransomware Operators: Known

Recommendations

The NCSC strongly advises affected organisations to review the latest release notes and install the rele-

vant updates from Google.

Additional recommendations and mitigation’s for CVE-2024-7971 can be found in the respective links

below:

• https://chromereleases.googleblog.com/2024/08/stable-channel-update-for-deskto

p_21.html

• https://issues.chromium.org/issues/360700873

1https://www.first.org/cvss/v3.0/specification-document
2https://www.first.org/epss/articles/prob_percentile_bins
3https://cwe.mitre.org/
4https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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