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Description

Red Hat has disclosed details of a group of vulnerabilities (CVE-2024-47076, CVE-2024-47175, CVE-

2024-47176 and CVE-2024-47177) within OpenPrinting CUPS, an open source printing system that is

prevalent in most modern Linux distributions, including Red Hat Enterprise Linux (RHEL).

CUPS provides tools to manage, discover and share printers for Linux distributions. By chaining this

group of vulnerabilities together, an attacker could potentially achieve remote code execution which could

then lead to theft of sensitive data and/or damage to critical production systems.

Red Hat rates these issues with a severity impact of Important. While all versions of RHEL are affected,

affected packages are not vulnerable in their default configuration. At this time, there are four

CVEs assigned to these vulnerabilities, but the exact number is still being coordinated with the upstream

community and the researcher who discovered the problem.

Products Affected

• All versions of Red Hat Enterprise Linux (RHEL)

Detection

Red Hat customers should use the following command to determine if cups-browsed is running:

$ sudo systemctl status cups-browsed

If the result includes “Active: inactive (dead)” then the exploit chain is halted and the system is not

vulnerable.

If the result is “running” or “enabled,”and the “BrowseRemoteProtocols” directive contains the value “cups”

in the configuration file /etc/cups/cups-browsed.conf, then the system is vulnerable.

Mitigation

To stop a running cups-browsed service, an administrator should use the following command:

$ sudo systemctl stop cups-browsed

The cups-browsed service can also be prevented from starting on reboot with:

$ sudo systemctl disable cups-browsed
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Red Hat and the broader Linux community are currently working on patches to address these issues.

Please see the below links for further information:

• https://www.redhat.com/en/blog/red-hat-response-openprinting-cups-vulnerabilit

ies?sc_cid=701f2000000tyBjAAI

• https://ubuntu.com/security/notices/USN-7042-1

• https://security-tracker.debian.org/tracker/CVE-2024-47176
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