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Description

Published: 2024-08-13T04:15:00

Vendor: SAP

Product: SAP BusinessObjects Business Intelligence Platform;

CVE ID: CVE-2024-41730

CVSS3.x Score': 9.8

EPSS?: 0.397000000

(For up to date EPSS score, see here: https://api.first.org/data/vl/epss?cve=CVE-2024-41730)

Summary: SAP have released a security advisory for a critical authentication bypass vulnerability tracked
as CVE-2024-41730. In SAP BusinessObjects Business Intelligence Platform, if Single Signed On is en-
abled on Enterprise authentication, an unauthoriz sed user can get a logon token using a REST endpoint.
The attacker can fully compromise the system resulting in high impact on confidentiality, integrity and
availability.

Products Affected

SAP BusinessObjects Business Intelligence Platform

» Version — ENTERPRISE 430, 440

Common Weakness Enumeration (CWE)®:CWE-862: Missing Authorisation

Present in CISA Known Exploited Vulnerability(KEV)* catalog: NO
Used by Ransomware Operators: Not Known

Recommendations

The NCSC strongly advises affected organisations to review the latest release notes and install the rele-
vant updates from SAP.

Additional recommendations and mitigation’s for CVE-2024-41730 can be found in the respective link
below:
https://support.sap.com/en/my-support/knowledge-base/security-notes-news/august-2024
.html (SAP Account Login Required)
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DISCLAIMER: This document is provided “as is” without war-
ranty of any kind, expressed or implied, including, but not lim-
ited to, the implied warranty of fithess for a particular purpose.
NCSC-IE does not endorse any commercial product or service,
referenced in this document or otherwise.
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