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Description

CVE ID: CVE-2024-9680

Published: 2024-10-09

Vendor: Mozilla

Product: Firefox, Firefox ESR and Thunderbird
CVSS3.0 Score: 9.8

Summary: Mozilla has disclosed a vulnerability that affects it's Firefox, Firefox ESR
and Thunderbird products.

CVE-2024-9680 refers to a critical, actively exploited “Use-After-Free” vulnerability in
the animation timeline component of Mozilla’s web developer tools, which has the
potential to lead to arbitrary code being executed.

Mozilla has disclosed that they have had reports of this vulnerability being exploited in
the wild.

Products affected

e Firefox versions prior to 131.0.2

Firefox ESR versions prior to 128.3.1
e Firefox ESR versions prior to 115.16.1
e Thunderbird versions prior to 131.0.1
e Thunderbird versions prior to 128.3.1
e Thunderbird versions prior to 115.16.0

e Other Firefox (Gecko) based browsers are also affected, such as Tor Browser

Impact

A remote attacker could use this vulnerability to download additional malicious code,
such as ransomware from another remote location, and execute it on a user’s host.
Successful exploitation only requires a user to visit an attacker-controlled web page,
with no further user interaction.
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Common Weakness Enumeration (CWE): CWE-416
Known Exploited Vulnerability (KEV) catalog: Yes

Used by Ransomware Operators: Known

Recommedations

The NCSC strongly advises affected organisations to review the latest release notes
and install the relevant updates from Mozilla for the affected product.

More information can be found here:
e https://www.mozilla.org/security/advisories/mfsa2024-51/

e https://www.mozilla.org/security/advisories/mfsa2024-52/
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