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Description
CVE ID: CVE-2024-50623
Published: 2024-10-27
Vendor: Cleo
Product: Harmomy, LexiCom, VLTrader
CVSS3.0 Score1: 8.8

Products Affected
Product Version
Harmomy 5.8.0.21 and below
VLTrader 5.8.0.21 and below
LexiCom 5.8.0.21 and below

Impact
In Cleo Harmony up to 5.8.0.21, VLTrader up to 5.8.0.21, and LexiCom up tp 5.8.0.21,there is an unrestricted file upload and download that could lead to remote codeexecution.

Common Weakness Enumeration (CWE)2: CWE-79: Improper Neutralization of InputDuring Web Page Generation ('Cross-site Scripting')
Known Exploited Vulnerability (KEV) catalog3: No
Used by Ransomware Operators: N/A
CISA’s Known Exploited Vulnerability Catalog does not show this vulnerability asexploited at the time of writing. However a known CyberSecurity firm based in the USwith a widely reputable Threat Intelligence capabilty, Huntress, have outlined that theyhave identified this vulnerability as being exploited in the wild. (Please note thesefindings have not been verfied by the NCSC). Their report is linked below.
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Recommedations
The NCSC strongly recommends installing updates for vulnerable systems with thehighest priority, after thorough testing. Affected organisations should review the latestrelease notes and install the relevant updates from Cleo.

· https://nvd.nist.gov/vuln/detail/CVE-2024-50623
· https://www.cve.org/CVERecord?id=CVE-2024-50623
· https://support.cleo.com/hc/en-us/articles/27140294267799-Cleo-Product-Security-Advisory
· https://support.cleo.com/hc/en-us/articles/28408134019735-Cleo-Product-Security-Advisory-December-9-2024
· https://www.huntress.com/blog/threat-advisory-oh-no-cleo-cleo-software-actively-being-exploited-in-the-wild
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