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Description
CVE ID: CVE-2025-22252

Published: 2025-05-28

Vendor: Fortinet

Product: FortiOS, FortiProxy, FortiSwitchManager

CVSS Score1: 9.0

Products Affected
Product Version

FortiProxy 7.6.0 <= 7.6.1

FortiSwitchManager 7.2.5

FortiOS 7.6.0

FortiOS 7.4.4 <= 7.4.6

Impact

Amissing authentication for critical function in Fortinet FortiProxy versions 7.6.0 through
7.6.1, FortiSwitchManager version 7.2.5, and FortiOS versions 7.4.4 through 7.4.6 and
version 7.6.0 (with TACACS+ configured to use a remote TACACS+ server for
authentication, that has itself been configured to use ASCII authentication), may allow an
attacker with knowledge of an existing admin account to access the device as a valid admin
via an authentication bypass.

CommonWeakness Enumeration (CWE)2: CWE-306: Escalation of privilege

Known Exploited Vulnerability (KEV) catalog3: No

Used by RansomwareOperators: N/A
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Recommendations
TheNCSC strongly recommends installing updates for vulnerable systems with the highest
priority, after thorough testing. Affected organisations should review the latest release
notes and install the relevant updates from Fortinet.

· https://nvd.nist.gov/vuln/detail/CVE-2025-22252

· https://www.cve.org/CVERecord?id=CVE-2025-22252

· https://fortiguard.fortinet.com/psirt/FG-IR-24-472
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