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Description
CVE ID: CVE-2025-25257
Published: 2025-07-08
Vendor: Fortinet
Product: FortiWeb
CVSS Score1: 9.6

Products Affected
Product Affected Version Fixed Version

FortiWeb 7.6 7.6.0 through 7.6.3 Upgrade to 7.6.4 or above
FortiWeb 7.4 7.4.0 through 7.4.7 Upgrade to 7.4.8 or above
FortiWeb 7.2 7.2.0 through 7.2.10 Upgrade to 7.2.11 or above
FortiWeb 7.0 7.0.0 through 7.0.10 Upgrade to 7.0.11 or above

Impact
On July 8, 2025, Fortinet released a security advisory addressing a critical vulnerability in
FortiWeb that would allow an unauthenticated attacker to execute unauthorised SQL code
or commands via crafted HTTP or HTTPS requests.
The flaw lies in the Graphical User Interface (GUI) component and stems from improper
neutralisation of special elements used in an SQL command (‘SQL injection’).

CommonWeakness Enumeration (CWE)2: CWE-89: Improper Neutralization of Special
Elements used in an SQL Command (‘SQL Injection’)
Known Exploited Vulnerability (KEV) catalog3: No
Used by RansomwareOperators: N/A
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Recommendations
TheNCSC strongly recommends installing updates for vulnerable systems with the highest
priority, after thorough testing. Affected organisations should review the latest release
notes and install the relevant updates from Fortinet.

· https://fortiguard.fortinet.com/psirt/FG-IR-25-151
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