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Description
CVE ID: CVE-2025-53770

 Published: 2025-07-20
 Vendor: Microsoft
 Product: Microsoft SharePoint Enterprise Server 2016, Microsoft SharePoint

Server Subscription Edition, Microsoft SharePoint Server 2019
 CVSS Score1: 9.8

CVE ID: CVE-2025-53771
 Published:2025-07-20
 Vendor:Microsoft
 Product:Microsoft SharePoint Server 2019, Microsoft SharePoint Server

Subscription Edition, Microsoft SharePoint Enterprise Server 2016
 CVSS Score: 6.5

Products Affected
Product Version

Microsoft SharePoint Enterprise Server
2016

16.0.0 < 16.0.5513.1001

Microsoft SharePoint Server 2019 16.0.0 < 16.0.10417.20037
Microsoft SharePoint Server Subscription

Edition
16.0.0 < 16.0.18526.20508

https://www.ncsc.gov.ie/
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2https://cwe.mitre.org
3https://www.cisa.gov/known-exploited-vulnerabilities-catalog

Impact
CVE-2025-53770:

 Deserialization of untrusted data in on-premises Microsoft SharePoint Server allows
an unauthorized attacker to execute code over a network. Microsoft is aware that an
exploit for CVE-2025-53770 exists in the wild.
Microsoft is preparing and fully testing a comprehensive update to address this
vulnerability. In the meantime, please make sure that the mitigation provided in this
CVE documentation is in place so that you are protected from exploitation.,

CVE-2025-53771:
 Improper limitation of a pathname to a restricted directory ('path traversal') in

Microsoft Office SharePoint allows an unauthorized attacker to perform spoofing
over a network.

Common Weakness Enumeration (CWE)2:
 CVE-2025-53770: CWE-502: Deserialization of Untrusted Data
 CVE-2025-53771: CWE-287: Improper Authentication

Known Exploited Vulnerability (KEV) catalog3: CVE-2025-53770 - Yes, CVE-2025-53771 -
No
Used by Ransomware Operators: N/A

Mitigations
To mitigate potential attacks customers should:

 Use supported versions of on-premises SharePoint Server
 Apply the latest security updates.
 Deploy Endpoint protection
 Ensure the Antimalware Scan Interface (AMSI) is turned on and configured

correctly, with an appropriate antivirus solution
 Rotate SharePoint Server ASP.NET machine keys

https://www.ncsc.gov.ie/
https://cwe.mitre.org/
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Recommendations
The NCSC strongly recommends installing updates for vulnerable systems with the highest
priority, after thorough testing. If it is not possible to apply updates we stongly recommend
affected organisations apply the mtigation steps above. If it is also not possible to apply the
mitigating measures, the NCSC advises removing your SharePoint server from the internet
until the security updates have been applied.
Affected organisations should review the latest release notes and install the relevant
updates from Microsoft.

 https://nvd.nist.gov/vuln/detail/CVE-2025-53770
 https://www.cve.org/CVERecord?id=CVE-2025-53770
 https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-53770
 https://msrc.microsoft.com/blog/2025/07/customer-guidance-for-sharepoint-

vulnerability-cve-2025-53770/
 https://www.cisa.gov/news-events/alerts/2025/07/20/microsoft-releases-

guidance-exploitation-sharepoint-vulnerability-cve-2025-53770
 https://research.eye.security/sharepoint-under-siege/
 https://www.bleepingcomputer.com/news/microsoft/microsoft-sharepoint-zero-

day-exploited-in-rce-attacks-no-patch-available/
 https://www.forbes.com/sites/daveywinder/2025/07/20/microsoft-confirms-

ongoing-mass-sharepoint-attack---no-patch-available/
 https://x.com/Shadowserver/status/1946900837306868163
 https://github.com/kaizensecurity/CVE-2025-53770
 https://therecord.media/microsoft-sharepoint-zero-day-vulnerability-exploited-

globally
 https://news.ycombinator.com/item?id=44629710
 https://arstechnica.com/security/2025/07/sharepoint-vulnerability-with-9-8-

severity-rating-is-under-exploit-across-the-globe/
 https://www.darkreading.com/remote-workforce/microsoft-rushes-emergency-fix-

exploited-sharepoint-toolshell-flaw
 https://nvd.nist.gov/vuln/detail/CVE-2025-53771
 https://www.cve.org/CVERecord?id=CVE-2025-53771
 https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-53771
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