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Description
CVE ID: CVE-2025-40596

 Published: 2025-07-23
 Vendor: SonicWall
 Product: SMA 100 Series
 CVSS Score1: 7.3

CVE ID: CVE-2025-40597
 Published: 2025-07-23
 Vendor: SonicWall
 Product: SMA 100 Series
 CVSS Score: 7.5

CVE ID: CVE-2025-40598
 Published: 2025-07-23
 Vendor: SonicWall
 Product: SMA 100 Series
 CVSS Score: 6.3

Products Affected
Product Version

SMA 100 Series (SMA 210, 410, 500v) 10.2.1.15-81sv and earlier versions

Note: SonicWall SSL VPN SMA1000 series products and SSL-VPN running on SonicWall
firewalls are not affected by these vulnerabilities.
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Impact
CVE-2025-40596:

 A Stack-based buffer overflow vulnerability in the SMA100 series web interface
allows remote, unauthenticated attacker to cause Denial of Service (DoS) or
potentially results in code execution.

CVE-2025-40597:
 A Heap-based buffer overflow vulnerability in the SMA100 series web interface

allows remote, unauthenticated attacker to cause Denial of Service (DoS) or
potentially results in code execution.

CVE-2025-40598:
 A Reflected cross-site scripting (XSS) vulnerability exists in the SMA100 series web

interface, allowing a remote unauthenticated attacker to potentially execute
arbitrary JavaScript code.

Common Weakness Enumeration (CWE)2:
 CWE-121: Stack-based Buffer Overflow
 CWE-122: Heap-based Buffer Overflow
 CWE-79: Improper Neutralization of Input During Web Page Generation ('Cross-

site Scripting')
Known Exploited Vulnerability (KEV) catalog3: No
Used by Ransomware Operators: N/A
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Recommendations
The NCSC strongly recommends installing updates for vulnerable systems with the highest
priority, after thorough testing. Affected organisations should review the latest release
notes and install the relevant updates from SonicWall.

 https://nvd.nist.gov/vuln/detail/CVE-2025-40596
 https://nvd.nist.gov/vuln/detail/CVE-2025-40597
 https://nvd.nist.gov/vuln/detail/CVE-2025-40598
 https://www.cve.org/CVERecord?id=CVE-2025-40596
 https://www.cve.org/CVERecord?id=CVE-2025-40597
 https://www.cve.org/CVERecord?id=CVE-2025-40598
 https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2025-0012
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