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Description
CVE ID: CVE-2025-53786
Published: 2025-08-06
Vendor:Microsoft
Products:Microsoft Exchange Server 2016 Cumulative Update 23, Microsoft ExchangeServer 2019 Cumulative Update 15, Microsoft Exchange Server Subscription EditionRTM, Microsoft Exchange Server 2019 Cumulative Update 14
CVSS Score1: 8.0

Products Affected
Product Version

Microsoft Exchange Server SubscriptionEdition RTM 15.02.0.0 < 15.02.2562.017
Microsoft Exchange Server 2019Cumulative Update 15 15.02.0 < 15.02.1748.024
Microsoft Exchange Server 2016Cumulative Update 23 15.01.0 < 15.01.2507.055
Microsoft Exchange Server 2019Cumulative Update 14 15.02.0.0 < 15.02.1544.025

Impact
On April 18th 2025, Microsoft announced Exchange Server Security Changes for HybridDeployments and accompanying non-security Hot Fix. Microsoft made these changes inthe general interest of improving the security of hybrid Exchange deployments.Following further investigation, Microsoft identified specific security implications tied tothe guidance and configuration steps outlined in the April announcement.
Microsoft is issuing CVE-2025-53786 to document a vulnerability that is addressed bytaking the steps documented with the April 18th announcement. Microsoft stronglyrecommends reading the information, installing the April 2025 (or later) Hot Fix andimplementing the changes in your Exchange Server and hybrid environment.
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CommonWeakness Enumeration (CWE)2: CWE-287: Improper Authentication
Known Exploited Vulnerability (KEV) catalog3: No
Used by Ransomware Operators: N/A

Recommendations
The NCSC strongly recommends installing updates for vulnerable systems with thehighest priority, after thorough testing. Affected organisations should review the latestrelease notes and install the relevant updates from Microsoft.
Microsoft has provided an Exchange Server Health Checker script to detect commonconfiguration issues that can cause performance problems or other long-term issues inan Exchange environment, as well as a separate script to help harden Exchange Serverhybrid configurations - both are linked below:
· https://nvd.nist.gov/vuln/detail/CVE-2025-53786
· https://www.cve.org/CVERecord?id=CVE-2025-53786
· https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-53786
· https://microsoft.github.io/CSS-Exchange/Diagnostics/HealthChecker/
· https://microsoft.github.io/CSS-Exchange/Hybrid/ConfigureExchangeHybridApplication/
· https://techcommunity.microsoft.com/blog/exchange/exchange-server-security-changes-for-hybrid-deployments/4396833
· https://www.cisa.gov/news-events/alerts/2025/08/06/microsoft-releases-guidance-high-severity-vulnerability-cve-2025-53786-hybrid-exchange-deployments
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