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STATUS: TLP:CLEAR

Recipients can spread this to the world, there is no limit on disclosure. Sources may use
TLP:CLEAR when information carries minimal or no foreseeable risk of misuse, in
accordance with applicable rules and procedures for public release. Subject to standard
copyright rules, TLP:CLEAR information may be shared without restriction.

For more information on the Traffic Light Protocol, see https://www.first.org/tlp/.
Please treat this document in accordance with the TLP assigned.
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Description

CVE ID: CVE-2025-53786
Published: 2025-08-06
Vendor: Microsoft

Products: Microsoft Exchange Server 2016 Cumulative Update 23, Microsoft Exchange
Server 2019 Cumulative Update 15, Microsoft Exchange Server Subscription Edition
RTM, Microsoft Exchange Server 2019 Cumulative Update 14

CVSS Scorel: 8.0

Products Affected

Product Version
Microsoft Exchange Server Subscription 15.02.0.0 < 15.02.2562.017
Edition RTM
Microsoft Exchange Server 2019 15.02.0 < 15.02.1748.024
Cumulative Update 15
Microsoft Exchange Server 2016 15.01.0 < 15.01.2507.055
Cumulative Update 23
Microsoft Exchange Server 2019 15.02.0.0 < 15.02.1544.025
Cumulative Update 14

Impact

On April 18th 2025, Microsoft announced Exchange Server Security Changes for Hybrid
Deployments and accompanying non-security Hot Fix. Microsoft made these changes in
the general interest of improving the security of hybrid Exchange deployments.
Following further investigation, Microsoft identified specific security implications tied to
the guidance and configuration steps outlined in the April announcement.

Microsoft is issuing CVE-2025-53786 to document a vulnerability that is addressed by
taking the steps documented with the April 18th announcement. Microsoft strongly
recommends reading the information, installing the April 2025 (or later) Hot Fix and
implementing the changes in your Exchange Server and hybrid environment.

1 https://www.first.org/cvss/

An Larionad Naisitnta
Cibearshlandala
National Cyber
Security Centre

Tom Johnson House, Beggar's Bush, Dublin 4, Ireland, D04 K7X4
T +353(0)1 678 2333 E info@ncsc.gov.ie

ncsc.gov.ie



https://www.ncsc.gov.ie/
https://www.first.org/cvss/

An Roinn DIi agus Cirt,
Gnothai Baile agus Imirce
Department of Justice,
Home Affairs and Migration

Common Weakness Enumeration (CWE)%: CWE-287: Improper Authentication
Known Exploited Vulnerability (KEV) catalog®: No
Used by Ransomware Operators: N/A

Recommendations

The NCSC strongly recommends installing updates for vulnerable systems with the
highest priority, after thorough testing. Affected organisations should review the latest
release notes and install the relevant updates from Microsoft.

Microsoft has provided an Exchange Server Health Checker script to detect common
configuration issues that can cause performance problems or other long-term issues in
an Exchange environment, as well as a separate script to help harden Exchange Server
hybrid configurations - both are linked below:

e https://nvd.nist.gov/vuln/detail/CVE-2025-53786
o https://www.cve.org/CVERecord?id=CVE-2025-53786
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-53786

e https://microsoft.github.io/CSS-Exchange/Diagnostics/HealthChecker/

e https://microsoft.github.io/CSS-
Exchange/Hybrid/ConfigureExchangeHybridApplication

e https://techcommunity.microsoft.com/blog/exchange/exchange-server-security-
changes-for-hybrid-deployments/4396833

e https://www.cisa.gov/news-events/alerts/2025/08/06/microsoft-releases-
guidance-high-severity-vulnerability-cve-2025-53786-hybrid-exchange-

deployments

2 https://cwe.mitre.org
3 https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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