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Description
CVE ID: CVE-2025-20265
Published: 2025-08-14
Vendor: Cisco
Product: Cisco Firewall Management Center
CVSS Score1: 10.0

Products Affected
Product Version

Cisco Firewall Management Center 7.0.7
Cisco Firewall Management Center 7.7.0

Impact
A vulnerability in the RADIUS subsystem implementation of Cisco Secure FirewallManagement Center (FMC) Software could allow an unauthenticated, remote attacker toinject arbitrary shell commands that are executed by the device.
This vulnerability is due to a lack of proper handling of user input during theauthentication phase. An attacker could exploit this vulnerability by sending crafted inputwhen entering credentials that will be authenticated at the configured RADIUS server. Asuccessful exploit could allow the attacker to execute commands at a high privilege level.
Note: For this vulnerability to be exploited, Cisco Secure FMC Software must beconfigured for RADIUS authentication for the web-based management interface, SSHmanagement, or both.
Cisco has released software updates that address this vulnerability. There are noworkarounds that address this vulnerability.
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CommonWeakness Enumeration (CWE)2: CWE-74: Improper Neutralization of SpecialElements in Output Used by a Downstream Component ('Injection')
Known Exploited Vulnerability (KEV) catalog3: No
Used by Ransomware Operators: N/A

Recommendations
The NCSC strongly recommends installing updates for vulnerable systems with thehighest priority, after thorough testing. Affected organisations should review the latestrelease notes and install the relevant updates from Cisco.
· https://nvd.nist.gov/vuln/detail/CVE-2025-20265
· https://www.cve.org/CVERecord?id=CVE-2025-20265
· https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-radius-rce-TNBKf79
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