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Description
CVE ID: CVE-2025-54336
Published: 2025-08-19
Vendor: Plesk
Product: Obsidian
CVSS Score1: 9.8

Products Affected
Product Version

Plesk Obsidian < 18.0.71 Update 2
Plesk Obsidian < 18.0.70 Update 4

Impact
An unauthenticated attacker can log in to Plesk as the admin and fully compromise theserver if the admin’s password is set to 0e followed by digits only e.g.0e648637705914326006017218. An unauthenticated attacker can brute-force theadmin’s password more effectively with timing attacks and/or type confusion attacks.

Common Weakness Enumeration (CWE)2: CWE-697: Incorrect Comparison
Known Exploited Vulnerability (KEV) catalog3: No
Used by Ransomware Operators: N/A
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Recommendations
The NCSC strongly recommends installing updates for vulnerable systems with thehighest priority, after thorough testing. Affected organisations should review the latestrelease notes and install the relevant updates from Plesk.

· https://nvd.nist.gov/vuln/detail/CVE-2025-54336
· https://www.cve.org/CVERecord?id=CVE-2025-54336
· https://support.plesk.com/hc/en-us/articles/33785727869847-Vulnerability-CVE-2025-54336
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