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NCSC Advisory

Multiple Vulnerabilities in NetScaler ADC and

NetScaler Gateway (CVE-2025-7775, CVE-2025-
7776 & CVE-2025-8424)

26th, August 2025

STATUS: TLP:CLEAR

Recipients can spread this to the world, there is no limit on disclosure. Sources may use
TLP:CLEAR when information carries minimal or no foreseeable risk of misuse, in
accordance with applicable rules and procedures for public release. Subject to standard
copyright rules, TLP:CLEAR information may be shared without restriction.

For more information on the Traffic Light Protocol, see https://www.first.org/tlp/.
Please treat this document in accordance with the TLP assigned.
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Description
e CVEID: CVE-2025-7775
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Published: 2025-08-26
Vendor: NetScaler
Product: Gateway, ADC
CVSS Scorel: 9.2

e CVE ID: CVE-2025-7776
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Published: 2025-08-26
Vendor: NetScaler
Product: Gateway, ADC
CVSS Score: 8.8

e CVE ID: CVE-2025-8424

o

o
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Published: 2025-08-26
Vendor: NetScaler
Product: ADC, Gateway
CVSS Score: 8.7

Products Affected

CVE-2025-7775:

Product Version
ADC 14.1 < 47.48
ADC 13.1 < 59.22
ADC 13.1 FIPS and NDcPP < 37.241
ADC 12.1 FIPS and NDcPP < 55.330

1 https:/iwww.first.org/cvss/
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Gateway 141 <4748
Gateway 13.1 < 59.22
Gateway 13.1 FIPS and NDcPP < 37.241
Gateway 12.1 FIPS and NDcPP < 55.330

CVE-2025-7776:

Product Version

ADC 14.1<47.48

ADC 13.1 < 59.22

ADC 13.1 FIPS and NDcPP < 37.241

ADC 12.1 FIPS and NDcPP < 55.330
Gateway 14.1 <4748
Gateway 13.1<59.22
Gateway 13.1 FIPS and NDcPP < 37.241
Gateway 12.1 FIPS and NDcPP < 55.330

CVE-2025-8424:

Product Version

ADC 14.1 < 47.48

ADC 13.1<59.22

ADC 13.1 FIPS and NDcPP < 37.241

ADC 12.1 FIPS and NDcPP < 55.330
Gateway 141 <4748
Gateway 13.1 < 59.22
Gateway 13.1 FIPS and NDcPP < 37.241
Gateway 12.1 FIPS and NDcPP < 55.330
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Impact
CVE-2025-7775:

Memory overflow vulnerability leading to Remote Code Execution and/or Denial of
Service in NetScaler ADC and NetScaler Gateway when NetScaler is configured as
Gateway (VPN virtual server, ICA Proxy, CVPN, RDP Proxy) or AAA virtual server

(OR)

NetScaler ADC and NetScaler Gateway 13.1, 14.1, 13.1-FIPS and NDcPP: LB virtual
servers of type (HTTP, SSL or HTTP_QUIC) bound with IPvé services or servicegroups
bound with IPvé servers

(OR)

NetScaler ADC and NetScaler Gateway 13.1, 14.1, 13.1-FIPS and NDcPP: LB virtual
servers of type (HTTP, SSL or HTTP_QUIC) bound with DBS IPvé services or
servicegroups bound with IPvé DBS servers

(OR)

CR virtual server with type HDX.

e Common Weakness Enumeration (CWE)%: CWE-119 Improper Restriction of
Operations within the Bounds of a Memory Buffer

e Known Exploited Vulnerability (KEV) catalog®: No
e Used by Ransomware Operators: N/A

CVE-2025-7776:

Memory overflow vulnerability leading to unpredictable or erroneous behavior and Denial
of Service in NetScaler ADC and NetScaler Gateway when NetScaler is configured as a
Gateway (VPN virtual server, ICA Proxy, CVPN, RDP Proxy) with PColP Profile bounded
to it.

e  Common Weakness Enumeration (CWE): CWE-119 Improper Restriction of
Operations within the Bounds of a Memory Buffer

e Known Exploited Vulnerability (KEV) catalog: No

2 https://cwe.mitre.org
3 https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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e Used by Ransomware Operators: N/A

CVE-2025-8424:

Improper access control on the NetScaler Management Interface in NetScaler ADC and
NetScaler Gateway when an attacker can get access to the appliance NSIP, Cluster
Management IP or local GSLB Site IP or SNIP with Management Access,

e  Common Weakness Enumeration (CWE): CWE-1284 Improper Validation of
Specified Quantity in Input

e Known Exploited Vulnerability (KEV) catalog: No
e Used by Ransomware Operators: N/A

What Customers Should Do

Citrix advises the following: Exploits of CVE-2025-7775 on unmitigated appliances have
been observed. Cloud Software Group strongly urges affected customers of NetScaler
ADC and NetScaler Gateway to install the relevant updated versions as soon as possible.

e NetScaler ADC and NetScaler Gateway 14.1-47.48 and later releases
e NetScaler ADC and NetScaler Gateway 13.1-59.22 and later releases of 13.1

e NetScaler ADC 13.1-FIPS and 13.1-NDcPP 13.1-37.241 and later releases of
13.1-FIPS and 13.1-NDcPP

e NetScaler ADC 12.1-FIPS and 12.1-NDcPP 12.1-55.330 and later releases of
12.1-FIPS and 12.1-NDcPP

Note: NetScaler ADC and NetScaler Gateway versions 12.1 and 13.0 are now End Of
Life (EOL) and no longer supported. It is recommended that customers to upgrade their
appliances to one of the supported versions that address the vulnerabilities.

CVE-2025-7775:

Customers can determine if they have an appliance configured as one of the following by
inspecting their NetScaler Configuration for the specified strings

e An Auth Server (AAA Vserver)
add authentication vserver .*

o A Gateway (VPN Vserver, ICA Proxy, CVPN, RDP Proxy)
add vpn vserver .*
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e LB vserver of Type HTTP_QUIC|SSLIHTTP bound with IPvé services or
servicegroups bound with IPvé servers:

enable ns feature Ib.*

add serviceGroup .* (HTTP_QUICI|SSL|HTTP) .*

add server .* <IPvé>

bind servicegroup <servicegroup name> <IPvé server> .*
add Ib vserver .* (HTTP_QUIC|SSLIHTTP) .*

bind Ib vserver .* <ipvé servicegroup name>

e [ Bvserver of Type HTTP_QUIC|SSLIHTTP bound with DBS IPvé services or
servicegroups bound with IPv6 DBS servers:

enable ns feature Ib.*

add serviceGroup .* (HTTP_QUIC | SSL | HTTP) .*

add server .* <domain> -queryType AAAA

add service .* <IPv6 DBS server >

bind servicegroup <servicegroup name> <IPvé DBS server> .*
add Ib vserver .* (HTTP_QUIC | SSL | HTTP) .*

bind Ib vserver .* <ipvé servicegroup name>

e CR vserver with type HDX: add cr vserver .* HDX .*

add cr vserver .* HDX .*

CVE-2025-7776:

Customers can determine if they have an appliance configured by inspecting their ns.conf
file for the specified strings

e A Gateway (VPN vserver) with with PColP Profile bounded to it

add vpn vserver .* -pcoipVserverProfileName .*

Recommendations

The NCSC strongly recommends installing updates for vulnerable systems with the
highest priority, after thorough testing. Affected organisations should review the latest
release notes and install the relevant updates from Citrix.

e https://support.citrix.com/support-
home/kbsearch/article?articleNumber=CTX624938
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