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NCSC Advisory

Zero-Day Vulnerability in Sitecore Products
CVE-2025-53690

9th, September 2025

STATUS: TLP:CLEAR

Recipients can spread this to the world, there is no limit on disclosure. Sources
may use TLP:CLEAR when information carries minimal or no foreseeable risk of
misuse, in accordance with applicable rules and procedures for public release.
Subject to standard copyright rules, TLP:CLEAR information may be shared
without restriction.

For more information on the Traffic Light Protocol, see https://www.first.org/tlp/.
Please treat this document in accordance with the TLP assigned.
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Description

CVE ID: CVE-2025-53690
Published: 2025-09-03
Vendor: Sitecore

Product: Experience Platform (XP), Experience Manager (XM), Experience Commerce
(XC), Managed Cloud

CVSS Score’: 9.0

Products Affected

Product Version
Experience Manager (XM) 0<=9.0
Experience Platform (XP) 0<=9.0

Experience Commerce (XC) All known versions
Managed Cloud All known versions

Impact

This affects customers who deployed any version of multiple Sitecore products using
the sample key exposed in publicly available deployment guides (specifically Sitecore
XP 9.0 and Active Directory 1.4 and earlier versions).

CVE-2025-53690 is a ViewState deserialization vulnerability that affects any version of
Sitecore Experience Manager (XM), Experience Platform (XP), Experience Commerce
(XC), and Managed Cloud deployed in the manner above.

Successful exploitation of the vulnerability might lead to remote code execution and
non-authorised access to information.

Common Weakness Enumeration (CWE)?: CWE-502: Deserialization of Untrusted
Data

Known Exploited Vulnerability (KEV) catalog?®: Yes

Used by Ransomware Operators: N/A

' https://www.first.org/cvss/
2 https://cwe.mitre.org
3 https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Indicators of Compromise

Accounts

Accounts Description
asp$ Created account
sawadmin Created account
h496883 Workstation from the source of the RDP
connection
File-Based
MD5 SHA-256 Description
117305c6¢8222162d72 | a566cceaf9a66332470a978a2 WEEPSTEEL
46f842c4bb014 34a8a8e2bbdd4d6aad3c2c75¢c (Information.dll)
25a80b3b744307
a39696e95a34a017be1 | b3f83721f24f7ee5eb19f24747b | EARTHWORM (Ife.ico,
435db7ff139d5 7668ff96da7dfd9be947e6e24a ufp.exe, ufp.ico)
688ecc0a52b
f410d88429b93786b22 n/a Helper.ico, helper.exe
4e489c960bf5¢c
<hash varies> <hash varies> 1.vbs
be7e2c6a9a4654b51a1 n/a main.exe
6f8b10a2be175
62483e732553c8ba051 n/a GoToken.exe
b792949f3c6d0
63d22ae0568b760b5e3 | 61f897ed69646e0509f6802fb2 SharpHound
aabb915313e44 d7c5e88c3e3b93c4ca86942e2
4d203aa878863
Network-Based
IP

130.33.156[.]194:443

130.33.156[.]194:8080

103.235.46[.]102:80
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Mitigation

Customers who deployed any version XM, XP, XC topologies and who followed the
deployment instructions provided with XP 9.0 or earlier and Active Directory 1.4 or
earlier and used the sample machine key (for example, machine key: BDDFE367CD...,
validation key: 0DAC68D020...) are vulnerable and should immediately follow Sitecore
guidance including:

Examine their environment for suspicious or anomalous behaviour.

Rotate the machines keys within web.config file.

Ensure any system <machineKey> elements in web.config files are encrypted.
Restrict web.config file access to application administrators only.

Take timely action to implement the practice of rotating static machine keys.

Recommendations

The NCSC strongly recommends applying the mitigations from Sitecore as there are
currently no patches available. Affected organisations should review the latest release
notes and apply the latest mitigations from Sitecore.
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https://nvd.nist.qgov/vuln/detail/ CVE-2025-53690
https://www.cve.org/CVERecord?id=CVE-2025-53690

https://cloud.google.com/blog/topics/threat-intelligence/viewstate-deserialization-
zero-day-vulnerability

https://support.sitecore.com/kb?id=kb_article_view&sysparm_article=KB100386
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