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Multiple Vulnerabilities in SAP Products
9th, September 2025

STATUS: TLP:CLEAR

Recipients can spread this to the world, there is no limit on disclosure. Sources may use
TLP:CLEAR when information carries minimal or no foreseeable risk of misuse, in
accordance with applicable rules and procedures for public release. Subject to standard
copyright rules, TLP:CLEAR information may be shared without restriction.

For more information on the Traffic Light Protocol, see https://www.first.org/tlp/.
Please treat this document in accordance with the TLP assigned.
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Description

CVE IDs: CVE-2025-42957, CVE-2025-42950, CVE-2025-27429

Published: 2025-08-12

CVE IDs: CVE-2025-42944, CVE-2025-42958, CVE-2025-42922,

Published: 2025-09-09

Products Affected
Product Version(s) CVEID CVSS
SAP S/4AHANA (Prl\{ate Cloud or On- SACORE 102 CVE-2025-42957 99
Premise)
SAP S/4AHANA (Prl\{ate Cloud or On- 103 to0 108 CVE-2025-42957 99
Premise)
SAP Landscape Transformation DMIS2011 1. 700 | CVE-2025-42950 | 9.9
(Analysis Platform)
SAP Landscape Transformation 2011 1710 CVE-2025-42950 99
(Analysis Platform)
SAP Landscape Transformation 20111730 CVE-2025-42950 99
(Analysis Platform)
SAP Landscape Transformation 2011.1.730 CVE-2025-42950 99
(Analysis Platform)
SAP Landscape Transformation 2011 1 731 CVE-2025-42950 99
(Analysis Platform)
SAP Landscape Transformation 20111752 CVE-2025-42950 99
(Analysis Platform)
SAP Landscape Transformation 2020 CVE-2025-42950 99
(Analysis Platform)
SAP S/4HANA (Private Cloud) S4CORE 102 CVE-2025-27429 9.9
SAP S/4HANA (Private Cloud) 103 to 108 CVE-2025-27429 9.9
SAP Netweaver (RMI-P4) SERVERCORE 7.50 | CVE-2025-42944 10.0
SAP Netwea"esr eAr\S/iJCZ‘)’a (DeployWeb | 5ee Apps750 | CVE-2025-42922 | 9.9
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SAP NetWeaver KRNL64NUC 7.22 CVE-2025-42958 9.1

SAP NetWeaver 7.22EXT CVE-2025-42958 9.1

SAP NetWeaver KRNL64UC 7.22 CVE-2025-42958 9.1

SAP NetWeaver 7.53 CVE-2025-42958 9.1

SAP NetWeaver KERNEL 7.22 CVE-2025-42958 9.1

SAP NetWeaver 7.54 CVE-2025-42958 9.1
Impact

For impact details related to all listed CVEs, please see links in the Recommendatons
section below. Please note the following CVE with a CVSS score of 10.0:

CVE-2025-42957:

e SAP S/4HANA allows an attacker with user privileges to exploit a vulnerability in

the function module exposed via RFC. This flaw enables the injection of arbitrary
ABAP code into the system, bypassing essential authorisation checks. This

vulnerability effectively functions as a backdoor, creating the risk of full system
compromise, undermining the confidentiality, integrity and availability of the

system.

e CVSSv3:10.0

e Common Weakness Enumeration (CWE): CWE-250: Execution with

Unnecessary Privileges

¢ Known Exploited Vulnerability (KEV) catalog?: No

¢ Used by Ransomware Operators: N/A

e This vulnerability has been reported as being actively exploited in the wild.

thttps://cwe.mitre.org

2https://www.cisa.gov/known-exploited-vulnerabilities-catalog

Tom Johnson House, Beggar’s Bush, Dublin 4, Ireland, D04 K7X4
T +353(0)1 6782333  E info@ncsc.gov.ie

ncsc.gov.ie

An Larionad Naisitnta
Cibearshlandala
National Cyber
Security Centre


https://www.ncsc.gov.ie/
https://cwe.mitre.org/
https://www.cisa.gov/known-exploited-vulnerabilities-catalog

An Roinn DIi agus Cirt,
Gnothai Baile agus Imirce
Department of Justice,
Home Affairs and Migration

Recommendations

The NCSC strongly recommends installing updates for vulnerable systems with the
highest priority, after thorough testing. Affected organisations should review the latest
release notes from SAP’s monthly Security Patch Day and install the relevant updates.
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https://nvd.nist.gov/vuln/detail/CVE-2025-42957

https://www.cve.org/CVERecord?id=CVE-2025-42957

https://nvd.nist.gov/vuln/detail/CVE-2025-42950

https://www.cve.org/CVERecord?id=CVE-2025-42950

https://nvd.nist.gov/vuln/detail/CVE-2025-27429

https://www.cve.org/CVERecord?id=CVE-2025-27429

https://nvd.nist.gov/vuln/detail/CVE-2025-42944

https://www.cve.org/CVERecord?id=CVE-2025-42944

https://nvd.nist.gov/vuln/detail/CVE-2025-42922

https://www.cve.org/CVERecord?id=CVE-2025-42922
https://nvd.nist.gov/vuln/detail/CVE-2025-42958

https://www.cve.org/CVERecord?id=CVE-2025-42958

https://url.sap/sapsecuritypatchda

https://support.sap.com/en/my-support/knowledge-base/security-notes-

news/august-2025.html

https://support.sap.com/en/my-support/knowledge-base/security-notes-

news/september-2025.html

https://www.infosecurity-magazine.com/news/sap-s4hana-patch-critical/
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