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Description
CVE ID: CVE-2025-55145
Published: 2025-09-09
Vendor: Ivanti
Products: Neurons for Secure Access, ZTA Gateway, Policy Secure, Connect Secure
CVSS Score1: 8.9

Products Affected
Product Version
Ivanti Connect Secure before 22.7R2.9 or 22.8R2
Ivanti Policy Secure before 22.7R1.6
Ivanti ZTA Gateways before 2.8R2.3-723
Neurons for Secure Access before 22.8R1.4

Impact
Missing authorisation in Ivanti Connect Secure before 22.7R2.9 or 22.8R2, Ivanti PolicySecure before 22.7R1.6, Ivanti ZTA Gateway before 2.8R2.3-723, and Ivanti Neuronsfor Secure Access before 22.8R1.4 (fix released 02-Aug-2025) allows a remoteauthenticated attacker to hijack existing HTML5 connections. An attacker with low-privilege credentials could hijack sessions, compromise system confidentiality andintegrity, and gain unauthorised access to sensitive resources.
The vulnerability carries a high CVSS score of 8.9. This highlights its potential forprivilege abuse, lateral movement, and data manipulation. Ivanti products are widelyused to provide secure remote access. Apply the vendor’s security updates withoutdelay to reduce the risk of exploitation across enterprise and government systems.
Common Weakness Enumeration (CWE)2: CWE-862 Missing Authorisation
Known Exploited Vulnerability (KEV) catalog3: No
Used by Ransomware Operators: N/A
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Exploitation
There is currently no public proof-of-concept and no evidence of active exploitation.
Recommendations
The NCSC strongly recommends that organisations priortise Ivanti updates afterthorough testing. Affected systems should be identified and patched without delay.Release notes should be reviewed to ensure the correct versions are applied. Afterpatching, confirm installation, monitor for unusual session activity, reviewauthentication controls, strengthen network segmentation, and carry out a securityassessment to reduce any residual risk.
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