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16th, September 2025

STATUS: TLP:CLEAR

Recipients can spread this to the world, there is no limit on disclosure. Sources may use
TLP:CLEAR when information carries minimal or no foreseeable risk of misuse, in
accordance with applicable rules and procedures for public release. Subject to standard
copyright rules, TLP:CLEAR information may be shared without restriction.

For more information on the Traffic Light Protocol, see https://www.first.org/tlp/.
Please treat this document in accordance with the TLP assigned.



https://www.first.org/tlp/

An Roinn DIi agus Cirt,
Gnothai Baile agus Imirce
Department of Justice,
Home Affairs and Migration

Description

CVE ID: CVE-2025-55145
Published: 2025-09-09
Vendor: Ivanti

Products: Neurons for Secure Access, ZTA Gateway, Policy Secure, Connect Secure

CVSS Scorel: 8.9

Products Affected

Product Version

Ivanti Connect Secure before 22.7R2.9 or 22.8R2

Ivanti Policy Secure before 22.7R1.6

Ivanti ZTA Gateways before 2.8R2.3-723

Neurons for Secure Access before 22.8R1.4
Impact

Missing authorisation in lvanti Connect Secure before 22.7R2.9 or 22.8R2, lvanti Policy
Secure before 22.7R1.6, Ivanti ZTA Gateway before 2.8R2.3-723, and Ivanti Neurons
for Secure Access before 22.8R1.4 (fix released 02-Aug-2025) allows a remote
authenticated attacker to hijack existing HTML5 connections. An attacker with low-
privilege credentials could hijack sessions, compromise system confidentiality and
integrity, and gain unauthorised access to sensitive resources.

The vulnerability carries a high CVSS score of 8.9. This highlights its potential for
privilege abuse, lateral movement, and data manipulation. Ivanti products are widely
used to provide secure remote access. Apply the vendor’s security updates without
delay to reduce the risk of exploitation across enterprise and government systems.

Common Weakness Enumeration (CWE)%: CWE-862 Missing Authorisation
Known Exploited Vulnerability (KEV) catalog®: No
Used by Ransomware Operators: N/A

1 https://www.first.org/cvss/
2 https://cwe.mitre.org
3 https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Exploitation

There is currently no public proof-of-concept and no evidence of active exploitation.

Recommendations

The NCSC strongly recommends that organisations priortise Ivanti updates after
thorough testing. Affected systems should be identified and patched without delay.
Release notes should be reviewed to ensure the correct versions are applied. After
patching, confirm installation, monitor for unusual session activity, review
authentication controls, strengthen network segmentation, and carry out a security
assessment to reduce any residual risk.

e https://nvd.nist.gov/vuln/detail/CVE-2025-55145
e https://www.cve.org/CVERecord?id=CVE-2025-55145

e https://forums.ivanti.com/s/article/September-Security-Advisory-lvanti-
Connect-Secure-Policy-Secure-ZTA-Gateways-and-Neurons-for-Secure-Access-
Multiple-CVEs?language=en _US
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