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Description
CVE ID: CVE-2025-54236
Published: 2025-09-09
Vendor: Adobe
Product: Adobe Commerce, Adobe Commerce B2B, Magento Open Source
CVSS Score1: 9.1

Products Affected
Product Version

Adobe Commerce <= 2.4.9-alpha2
<= 2.4.8-p2
<= 2.4.7-p7
<= 2.4.6-p12
<= 2.4.5-p14
<= 2.4.4-p15

Adobe Commerce B2B <= 1.5.3-alpha2
<= 1.5.2-p2
<= 1.4.2-p7
<= 1.3.4-p14
<= 1.3.3-p15

MagentoOpen Source <= 2.4.9-alpha2
<= 2.4.8-p2
<= 2.4.7-p7
<= 2.4.6-p12
<= 2.4.5-p14
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Impact
Adobe has released a security update for Adobe Commerce and Magento Open Source
which are affected by a critical Improper Input Validation vulnerability. Successful
exploitation could lead to security feature bypass. This can be used to achieve session
takeover, increasing the confidentiality, and integrity impact to high.

CommonWeakness Enumeration (CWE)2: CWE-20: Improper Input Validation (CWE-20)
Known Exploited Vulnerability (KEV) catalog3: No
Used by RansomwareOperators: N/A

Recommendations
TheNCSC strongly recommends installing updates for vulnerable systems with the highest
priority, after thorough testing. Affected organisations should review the latest release
notes and install the relevant updates from Adobe.

 https://nvd.nist.gov/vuln/detail/CVE-2025-54236
 https://www.cve.org/CVERecord?id=CVE-2025-54236
 https://helpx.adobe.com/security/products/magento/apsb25-88.html
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