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Description
CVE ID: CVE-2025-10035
Published: 2025-09-18
Vendor: Fortra
Product: GoAnywhereManaged File Transfer (MFT)
CVSS Score1: 10

Products Affected
Product Version

GoAnywhereMFT 0 <= 7.8.3

Impact
A deserialization vulnerability in the License Servlet of Fortra’s GoAnywhereMFT allows an
attacker who can supply a validly forged license response signature to trigger
deserialization of an attacker-controlled object. Successful exploitation may result in remote
command injection, potentially leading to full system compromise.

CommonWeakness Enumeration (CWE)2:
 CWE-502: CWE-502Deserialization of Untrusted Data
 CWE-77: CWE-77 Improper Neutralization of Special Elements used in a Command

('Command Injection')
Known Exploited Vulnerability (KEV) catalog3: No
Used by RansomwareOperators: N/A
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Recommendations
TheNCSC strongly recommends installing updates for vulnerable systems with the highest
priority, after thorough testing. Affected organisations should review the latest release
notes and install the relevant updates from Fortra.

 https://nvd.nist.gov/vuln/detail/CVE-2025-10035
 https://www.cve.org/CVERecord?id=CVE-2025-10035
 https://www.fortra.com/security/advisories/product-security/fi-2025-012
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