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Multiple Vulnerabilities in Cisco Products
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STATUS: TLP:CLEAR

Recipients can spread this to the world, there is no limit on disclosure. Sources may use
TLP:CLEAR when information carries minimal or no foreseeable risk of misuse, in
accordance with applicable rules and procedures for public release. Subject to standard
copyright rules, TLP:CLEAR information may be shared without restriction.

For more information on the Traffic Light Protocol, see https://www.first.org/tlp/.
Please treat this document in accordance with the TLP assigned.
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Description
CVE IDs: CVE-2025-20333, CVE-2025-20363, CVE-2025-20362
Published: 2025-09-25

Vendor: Cisco

Products Affected
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Cisco Secure Firewall Adaptive Security Appliance Software
Secure Firewall Threat Defense Software VPN Web Server
Secure Firewall Threat Defense Software

1OS Software

1OS XE Software

|OS XR Software Web Services Remote Code Execution Vulnerability
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Impact

For impact details related to all listed CVEs, please see links in the Recommendatons section

below.

CVE-2025-20333
CVsst: 9.9

Common Weakness Enumeration (CWE)% CWE-120: Buffer Copy without Checking Size of
Input ('Classic Buffer Overflow')

Known Exploited Vulnerability (KEV) catalog®: Yes
Used by Ransomware Operators: N/A

A vulnerability in the VPN web server of Cisco Secure Firewall Adaptive Security Appliance
(ASA) Software and Cisco Secure Firewall Threat Defense (FTD) Software could allow an
authenticated, remote attacker to execute arbitrary code on an affected device. This
vulnerability is due to improper validation of user-supplied input in HTTP(S) requests. An
attacker with valid VPN user credentials could exploit this vulnerability by sending crafted
HTTP requests to an affected device. A successful exploit could allow the attacker to execute
arbitrary code as root, possibly resulting in the complete compromise of the affected device.

Lhttps://www.first.org/cvss/
2 https://cwe.mitre.org
3 https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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CVE-2025-20363

CVSS: 9.0

Known Exploited Vulnerability (KEV) catalog: No

Used by Ransomware Operators: N/A

Common Weakness Enumeration (CWE): CWE-122: Heap-based Buffer Overflow

A vulnerability in the web services of Cisco Secure Firewall Adaptive Security Appliance
(ASA) Software, Cisco Secure Firewall Threat Defense (FTD) Software, Cisco |OS Software,
Cisco |0OS XE Software, and Cisco 1OS XR Software could allow an unauthenticated, remote
attacker (Cisco ASA and FTD Software) or authenticated, remote attacker (Cisco 10S, |OS
XE, and 10S XR Software) with low user privileges to execute arbitrary code on an affected
device. This vulnerability is due to improper validation of user-supplied input in HTTP
requests. An attacker could exploit this vulnerability by sending crafted HTTP requests to a
targeted web service on an affected device after obtaining additional information about the
system, overcoming exploit mitigations, or both. A successful exploit could allow the attacker
toexecute arbitrary code as root, which may lead to the complete compromise of the affected
device.

CVE-2025-20362

CVSS: 6.5

Common Weakness Enumeration (CWE): CWE-862: Missing Authorization
Known Exploited Vulnerability (KEV) catalog: Yes

Used by Ransomware Operators: N/A

A vulnerability in the VPN web server of Cisco Secure Firewall Adaptive Security Appliance
(ASA) Software and Cisco Secure Firewall Threat Defense (FTD) Software could allow an
unauthenticated, remote attacker to access restricted URL endpoints without authentication
that should otherwise be inaccessible without authentication. This vulnerability is due to
improper validation of user-supplied input in HTTP(S) requests. An attacker could exploit
this vulnerability by sending crafted HTTP requests to a targeted web server on a device. A
successful exploit could allow the attacker to access arestricted URL without authentication.
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Recommendations

The NCSC strongly recommends installing updates for vulnerable systems with the highest
priority, after thorough testing. Affected organisations should review the latest release notes
and install the relevant updates from Cisco.

Please read the IMPORTANT NOTES section of the linked CISA document before
proceeding with any action on affected devices.

e https://sec.cloudapps.cisco.com/security/center/resources/asa ftd continued attac
ks

e https://sec.cloudapps.cisco.com/security/center/resources/detection_guide for con
tinued attacks

e https://www.cisa.gov/news-events/directives/supplemental-direction-ed-25-03-
core-dump-and-hunt-instructions

e https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cis
co-sa-asaftd-webvpn-z5xP8EUB

e https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cis
co-sa-asaftd-webvpn-YROOTUW

e https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cis
co-sa-http-code-exec-WmfP3h30
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