R SE
RN Cy
<

<, An Larionad Naisiunta
NCSC : N SCELE NCSC #2510060152

National Cyber
J

VoN
» A

2

Security Centre

NCSC Advisory

Vulnerability in Oracle E-Business Suite
(EBS)

CVE-2025-61882

6th, October 2025

STATUS: TLP:CLEAR

Recipients can spread this to the world, there is no limit on disclosure. Sources
may use TLP:CLEAR when information carries minimal or no foreseeable risk of
misuse, in accordance with applicable rules and procedures for public release.
Subject to standard copyright rules, TLP:CLEAR information may be shared
without restriction.

For more information on the Traffic Light Protocol, see https:/lwww.first.org/tlpl.
Please treat this document in accordance with the TLP assigned.



https://www.first.org/tlp/

TLP: CLEAR

An Roinn DIi agus Cirt,
Gnothai Baile agus Imirce
Department of Justice,
Home Affairs and Migration

Description

CVE ID: CVE-2025-61882

Published: 2025-10-05

Vendor: Oracle Corporation

Product: Oracle E-Business Suite (EBS)
CVSS Score': 9.8

Products Affected

Product

Version

Oracle E-Business Suite (EBS)

12.2.3<=12.2.14

Impact

A vulnerability has been identified in the Oracle Concurrent Processing product of
Oracle E-Business Suite (component: Bl Publisher Integration). Supported versions
affected are 12.2.3 to 12.2.14. This easily exploitable vulnerability allows an
unauthenticated attacker with network access via HTTP to compromise Oracle
Concurrent Processing. Successful exploitation could lead to a full takeover of the
affected component. CVSS 3.1 Base Score: 9.8 (impacting Confidentiality, Integrity,
and Availability). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H).

Known Exploited Vulnerability (KEV) catalog? No

Used by Ransomware Operators: N/A

t https://www.first.org/cvss/

2 https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Recommendations

The NCSC strongly reccomends that Oracle EBS users should conduct a compromise
assessment using the IoCs from Oracle’s advisory. If you believe you have been
compromised, contact Oracle PSIRT and also report it to the NCSC. Install the latest
Oracle E-Business Suite update, ensuring the October 2023 Critical Patch Update is
applied first. Maintain continuous network monitoring and threat hunting, and minimise
software exposed to the public internet. Affected organisations should review the latest
release notes and install the relevant updates from Oracle Corporation.

e https://nvd.nist.gov/vuln/detail/CVE-2025-61882
e https://www.cve.org/CVERecord?id=CVE-2025-61882

e https://www.oracle.com/security-alerts/alert-cve-2025-61882.html
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