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Description
CVE ID: CVE-2025-61882
Published: 2025-10-05
Vendor: Oracle Corporation
Product: Oracle E-Business Suite (EBS)
CVSS Score1: 9.8

Products Affected
Product Version

Oracle E-Business Suite (EBS) 12.2.3 <= 12.2.14

Impact
A vulnerability has been identified in the Oracle Concurrent Processing product ofOracle E-Business Suite (component: BI Publisher Integration). Supported versionsaffected are 12.2.3 to 12.2.14. This easily exploitable vulnerability allows anunauthenticated attacker with network access via HTTP to compromise OracleConcurrent Processing. Successful exploitation could lead to a full takeover of theaffected component. CVSS 3.1 Base Score: 9.8 (impacting Confidentiality, Integrity,and Availability). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H).

Known Exploited Vulnerability (KEV) catalog2: No
Used by Ransomware Operators: N/A
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Recommendations
The NCSC strongly reccomends that Oracle EBS users should conduct a compromiseassessment using the IoCs from Oracle’s advisory. If you believe you have beencompromised, contact Oracle PSIRT and also report it to the NCSC. Install the latestOracle E-Business Suite update, ensuring the October 2023 Critical Patch Update isapplied first. Maintain continuous network monitoring and threat hunting, and minimisesoftware exposed to the public internet. Affected organisations should review the latestrelease notes and install the relevant updates from Oracle Corporation.

· https://nvd.nist.gov/vuln/detail/CVE-2025-61882
· https://www.cve.org/CVERecord?id=CVE-2025-61882
· https://www.oracle.com/security-alerts/alert-cve-2025-61882.html
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