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Description

CVE ID: CVE-2025-49844

Published: 2025-10-03

Vendor: Redis

Product: Redis and Redis OSS/CE/Stack
CVSS Scorel: 10.0

Products Affected
Product Version
Redis Software All Redis Software releases < 7.22.2-12
Redis OSS/CE/Stack All Redis OSS/CE/Stack versions < 8.2.2
Impact

Redis is an open source, in-memory database that persists on disk. Versions 8.2.1 and
below allow an authenticated user to use a specially crafted Lua script to manipulate the
garbage collector, trigger a use-after-free and potentially lead to remote code execution.
The vulnerability exists in all versions of Redis that include Lua scripting support
and has been dubbed "RediShell".

RediShell exploits insufficient validation of object liveness during garbage collection in
Redis's Lua scripting subsystem, which is enabled by default and commonly used to
extend functionality.

After compromising a Redis host, attackers can steal credentials, deploy malware,
extract sensitive data from Redis, move laterally to other systems, or use stolen
information to gain access to cloud services.

Common Weakness Enumeration (CWE)?: CWE-416: Use After Free
Known Exploited Vulnerability (KEV) catalog®: No

Used by Ransomware Operators: N/A

1 https://www.first.org/cvss/
2 https://cwe.mitre.org
3 https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Recommendations

The NCSC strongly recommends installing updates for vulnerable systems with the
highest priority, after thorough testing. Affected organisations should review the latest
release notes and install the relevant updates from Redis.

This issue is fixed in version 8.2.2. As a temporary workaround, administrators who
cannot patch the Redis-server executable should use Access Control Lists (ACLS) to
prevent users from executing Lua scripts by restricting the EVAL and EVALSHA
commands.

Redis Cloud service users have already been upgraded so no additional action is
required from them.

e https://nvd.nist.gov/vuln/detail/ CVE-2025-49844
e https://lwww.cve.org/CVERecord?id=CVE-2025-49844
e https://github.com/redis/redis/security/advisories/GHSA-4789-qfc9-5f9¢g

e https://github.com/redis/redis/commit/d5728cb5795c966c5b5ble0f0ac576a7e69
af539

e https://github.com/redis/redis/releases/taq/8.2.2

e https://redis.io/blog/security-advisory-cve-2025-49844/

e https://www.sysdig.com/blog/cve-2025-49844-redishell
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