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Description
CVE IDs: CVE-2025-48984, CVE-2025-48983, CVE-2025-48982
Published: 2025-10-14
Vendor: Veeam

Products Affected
Product CVEs Version

VeeamBackup &
Replication

CVE-2025-48984,
CVE-2025-48983

>= 12.0.0.0, <= 12.3.2.3617

VeeamAgent forMicrosoft
Windows

CVE-2025-48982 >= 6.0.0.0, <= 6.3.2.1205

Impact
Three vulnerabilities have been found in Veeam Products:

CVE-2025-48984
 CVSS: 9.9
 CommonWeakness Enumeration (CWE)1: CWE-264 - Permissions, Privileges, and

Access Controls
 Known Exploited Vulnerability (KEV) catalog2: No
 Used by RansomwareOperators: N/A
 CVE-2025-48984 is a critical vulnerability allowing remote code execution (RCE) on

the Backup Server by an authenticated domain user.
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CVE-2025-48983
 CVSS: 9.9
 CommonWeakness Enumeration (CWE): CWE-264 - Permissions, Privileges, and

Access Controls
 Known Exploited Vulnerability (KEV) catalog: No
 Used by RansomwareOperators: N/A
 CVE-2025-48983 is a critical vulnerability in theMount service of Veeam Backup &

Replication, which allows for remote code execution (RCE) on the Backup
infrastructure hosts by an authenticated domain user.

CVE-2025-48982
 CVSS: 7.3
 CommonWeakness Enumeration (CWE): CWE-20 - Improper input validation
 Known Exploited Vulnerability (KEV) catalog: No
 Used by RansomwareOperators: N/A
 CVE-2025-48982 is a vulnerability in VeeamAgent forMicrosoftWindows which

allows Local Privilege Escalation if a system administrator is tricked into restoring a
malicious file.

Recommendations
TheNCSC strongly recommends installing updates for vulnerable systems with the highest
priority, after thorough testing. Affected organisations should review the latest release
notes and install the relevant updates from Veeam.

 https://www.veeam.com/kb4771
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