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Description

In August 2025, F5 discovered that a highly sophisticated threat actor had maintained
long-term, persistent access to certain internal systems, including those used for BIG-IP
product development and engineering knowledge management. During this time, the
actor downloaded files containing portions of the BIG-IP source code, as well as details
about undisclosed vulnerabilities that were still under investigation.

F5 has since released security updates for its BIG-IP, F50S, BIG-IP Next for Kubernetes,
BIG-1Q, and APM products. Full details are available in their October 2025 Quarterly
Security Notification. While F5 has stated there is currently no evidence of undisclosed
critical or remote code execution vulnerabilities being actively exploited, they strongly
recommend applying the latest updates as soon as possible to mitigate potential risks.

Products Affected

This advisory applies to organisations operating F5 BIG-IP, BIG-IP Next, F50OS-A/C, or
Silverline devices, particularly those running versions listed in the advisory. Affected
builds include major releases 15.x through 17.x, as well as Next SPK, CNF, and
Kubernetes versions.

Recommendations

The National Cyber Security Centre (NCSC) recommends that affected organisations
take the following actions:

» Review the F5 Security Incident advisory (KO00154696) for recommended
actions.

o Consult the F5 Quarterly Security Notification (October 2025) (KO00156572) for
details on affected versions and patch levels.

o Check the updated F5 Guidance for Quarterly Security Notifications
(K67091411).

» Apply the recommended fixed versions or engineering hotfixes as outlined in the
advisory tables.

» Upgrade appliances that have reached End of Technical Support (EoTS) to
supported devices.
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« Monitor for further updates and subscribe to F5 security advisories for ongoing
alerts.

Further Information:
e https://nvd.nist.gov/vuln/detail/CVE-2025-61990
e https://www.cve.org/CVERecord?id=CVE-2025-61990
* https://my.f5.com/manage/s/article/KO00156912
e https://my.f5.com/manage/s/article/KO00154696
e https://my.f5.com/manage/s/article/KO00156572#high
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