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Description
CVE ID: CVE-2025-12421 and CVE-2025-12419
Published: 2025-11-27
Vendor: Mattermost
Product: Mattermost
CVSS Score1: 9.9

Products Affected
CVE ID Product Version
CVE-2025-12421 Mattermost 11.0.x <= 11.0.2
CVE-2025-12419 Mattermost 11.0.x <= 11.0.3
CVE-2025-12421CVE-2025-12419 Mattermost 10.12.x <= 10.12.1
CVE-2025-12421CVE-2025-12419 Mattermost 10.11.x <= 10.11.4
CVE-2025-12421CVE-2025-12419 Mattermost 10.5.x <= 10.5.12

Impact
CVE-2025-12421
Mattermost versions 11.0.x <= 11.0.2, 10.12.x <= 10.12.1, 10.11.x <= 10.11.4, 10.5.x<= 10.5.12, fail to to verify that the token used during the code exchange originatesfrom the same authentication flow, which allows an authenticated user to performaccount takeover via a specially crafted email address used when switchingauthentication methods and sending a request to the /users/login/sso/code-exchangeendpoint. The vulnerability requires ExperimentalEnableAuthenticationTransfer to beenabled (default: enabled) and RequireEmailVerification to be disabled (default:disabled).
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CVE-2025-12419
Mattermost versions 10.12.x <= 10.12.1, 10.11.x <= 10.11.4, 10.5.x <= 10.5.12, 11.0.x<= 11.0.3, fail to to properly validate OAuth state tokens during OpenID Connectauthentication which allows an authenticated attacker with team creation privileges totake over a user account via manipulation of authentication data during the OAuthcompletion flow. This requires email verification to be disabled (default: disabled),OAuth/OpenID Connect to be enabled, and the attacker to control two users in the SSOsystem with one of them never having logged into Mattermost.

Common Weakness Enumeration (CWE)2: CWE-303: Incorrect Implementation ofAuthentication Algorithm
Known Exploited Vulnerability (KEV) catalog3: No
Used by Ransomware Operators: N/A

Recommendations
The NCSC strongly recommends installing updates for vulnerable systems with thehighest priority, after thorough testing. Affected organisations should review the latestrelease notes and install the relevant updates from Mattermost.

· https://nvd.nist.gov/vuln/detail/CVE-2025-12421
· https://nvd.nist.gov/vuln/detail/CVE-2025-12419
· https://www.cve.org/CVERecord?id=CVE-2025-12421
· https://www.cve.org/CVERecord?id=CVE-2025-12419
· https://mattermost.com/security-updates
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