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Description

CVE ID: CVE-2026-73570
Published: 2026-08-13
Vendor: Zimbra

Product: Collaboration
CVSS Score': 8.9

Products Affected
Product Version
Collaboration 0<10.1.20

Impact

A remote code execution vulnerability exists in Zimbra Collaboration (ZCS) before
10.1.20 when the optional zimbra-snmp package is installed and SNMP notifications are
enabled. Due to improper sanitization of untrusted input during SNMP notification
processing, an unauthenticated attacker can send specially crafted SMTP requests that
may result in execution of arbitrary operating system commands as the Zimbra user.

Common Weakness Enumeration (CWE)?: CWE-78 Improper Neutralization of Special
Elements used in an OS Command ('OS Command Injection’)

Known Exploited Vulnerability (KEV) catalog®: No

Used by Ransomware Operators: N/A

t https://www.first.org/cvss/
2 https://cwe.mitre.org
3 https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Recommendations

The NCSC strongly recommends installing updates for vulnerable systems with the
highest priority, after thorough testing. Affected organisations should review the latest
release notes and install the relevant updates from Zimbra.

e https://nvd.nist.gov/vuln/detail/CVE-2026-73570
e https://www.cve.org/CVERecord?id=CVE-2026-73570

e https://wiki.zimbra.com/wiki/Zimbra Security Advisories

e https://wiki.zimbra.com/wiki/Security Center
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