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Description
CVE ID: CVE-2026-123158

Published: 2026-11-05

Vendor: OpenBSD

Product: OpenSSH

CVSS Score1: 8.1

Products Affected
Product Version

OpenSSH 0 < 10.6p2

Impact

sshd in OpenSSH before 10.6p2 on Linux, when musl libc is used without PAM, lacks a
workaround for a password authentication bypass (related to misinterpretation of whether
a string is intended to be a password hash). For some configurations of accounts, any
password between 256 and 1024 characters succeeds. An example of a platform using musl
libc without PAM is Alpine Linux.

Common Weakness Enumeration (CWE)2: CWE-394: Unexpected Status Code or Return
Value

Known Exploited Vulnerability (KEV) catalog3: No

Used by RansomwareOperators: N/A
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Recommendations
The NCSC strongly recommends installing updates for vulnerable systems with the highest
priority, after thorough testing. Affected organisations should review the latest release notes
and install the relevant updates fromOpenBSD.

 https://nvd.nist.gov/vuln/detail/CVE-2026-123158

 https://www.cve.org/CVERecord?id=CVE-2026-123158

 https://www.openssh.org/releasenotes.html#10.6p2

 https://sshhole.com
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