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Description

Apple has released security updates that address two new vulnerabilities CVE-2023-41064 and CVE-
2023-41061 that affect ImagelO and Wallet respectively. Exploitation of these vulnerabilities could result
in arbitrary code execution.

At time of reporting Apple is aware of a report that these vulnerabilities may have been actively exploited
in the wild.

Products Affected

* macOS Monterey 12.6.8 and below
* macOS Big Sur 11.7.9 and below

+ macOS Ventura 13.5.1 and below

+ iOS 16.6.0 and below

+ iPadOS 16.6.0 and below

+ watchOS 9.6.1 and below

Exploitation of these vulnerabilities could result in arbitrary code execution.

Recommendations

The NCSC strongly advises affected organisations to implement the available patches issued by Apple.
It is also recommended that individuals who might be at heightened risk due to their identity or activities
follow Apple’s Lockdown Mode guide.

Further information can be found here:

* Apple iOS and iPadOS Security Update

Apple macOS Ventura Security Update

Apple watchOS Security Update

About Lockdown Mode
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https://www.cve.org/CVERecord?id=CVE-2023-41064
https://www.cve.org/CVERecord?id=CVE-2023-41061
https://www.cve.org/CVERecord?id=CVE-2023-41061
https://support.apple.com/en-us/HT213905
https://support.apple.com/en-us/HT213906
https://support.apple.com/en-us/HT213907
https://support.apple.com/en-ca/HT212650

DISCLAIMER: This document is provided “as is” without war-
ranty of any kind, expressed or implied, including, but not lim-
ited to, the implied warranty of fithess for a particular purpose.
NCSC-IE does not endorse any commercial product or service,
referenced in this document or otherwise.
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