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Description

Published: 2023-12-12T18:15:00

Vendor: Microsoft

Product: Multiple versions of Microsoft Windows
CVE ID: CVE-2023-35628

CVSSv3.0 Score: 8.1

Summary: Windows MSHTML Platform Remote Code Execution Vulnerability.

More information related to this issue can be found at the following link(s):
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-35628

Products Affected

» Windows 11 Version 23H2

* Windows 11 version 22H3

» Windows Server 2022, 23H2 Edition (Server Core installation)
* Windows 10 Version 1809

* Windows Server 2019

» Windows Server 2019 (Server Core installation)

* Windows Server 2022

* Windows 11 version 21H2

» Windows 10 Version 21H2

* Windows 11 version 22H2

» Windows 10 Version 22H2

* Windows 10 Version 1507

* Windows 10 Version 1607

» Windows Server 2016

» Windows Server 2016 (Server Core installation)

» Windows Server 2008 R2 Service Pack 1

» Windows Server 2008 R2 Service Pack 1 (Server Core installation)
* Windows Server 2012

» Windows Server 2012 (Server Core installation)

» Windows Server 2012 R2

* Windows Server 2012 R2 (Server Core installation)

Common Weakness Enumeration (CWE): Remote Code Execution

Present in CISA Known Exploited Vulnerability(KEV) catalog: NO

Recommendations

The NCSC strongly advises affected organisations to review the latest release notes and install the rele-
vant updates.

Additional recommendations and mitigation’s for the CVE can be found in the respective links below:
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-35628
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DISCLAIMER: This document is provided “as is” without war-
ranty of any kind, expressed or implied, including, but not lim-
ited to, the implied warranty of fithess for a particular purpose.
NCSC-IE does not endorse any commercial product or service,
referenced in this document or otherwise.
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