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Threat Type

The NCSC has been made aware that attackers are exploiting a vulnerability
known as “ForcedEntry” that affects iOS, macOS, and watchOS. It allows a
remote attacker to gain access to a device without any user interaction. The
vulnerability has been exploited since at least February 2021. Apple has
released an update to resolve this vulnerability.

Apple have issued updates for the vulnerability here, the vulnerability allows ma-
liciously crafted documents to execute commands when opened on vulnerable
devices.

Products Affected

This vulnerability affects.

• All iPhones with iOS versions prior to 14.8

• All Mac computers with operating system versions prior to OSX Big Sur
11.6

• All Apple Watches prior to watchOS 7.6.2.

Impact Remote Code Execution - compromised systems, data loss.

Recommendations
The NCSC recommends that affected users update the Apple products as soon
as possible.
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https://support.apple.com/en-us/HT201222
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