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Description

A critical vulnerability, CVE-2022-1388, allowing remote code execution has been identified in the
iControl REST component of F5 BIG-IP products. This vulnerability was announced in a security
advisory by F5 and was discovered internally. The NCSC has been made aware of mass scanning for
vulnerable systems and the exploitation of systems in the wild.

The vulnerability has a CVSSv3 score of 9.8.

Products Affected

F5 BIG-IP products running:

16.1.0-16.1.2

15.1.0-15.1.5

141.0-14.1.4

13.1.0-13.1.4

12.1.0-12.1.6

11.6.1-11.65

Potential Remote Code Execution (RCE), data theft, operations disruption, ransomware, denial of ser-
vice.

Recommendations

The NCSC recommends that affected organisations review the F5 security advisory and apply
the relevant patches as soon as possible. It is also recommended that organisations conduct an
investigation on all BIG-IP products that were exposed to the internet and vulnerable - F5 have an
loCs section in their advisory. Please see additional Indicators, recently released by Palo Alto.

Mitigations:

Users can protect themslves from external attackers by restricting access to iControl REST to only
trusted networks and devices. Restrict access to the iControl REST component by following the miti-
gation steps in the F5 advisory.
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-1388
https://support.f5.com/csp/article/K23605346
https://support.f5.com/csp/article/K23605346
https://support.f5.com/csp/article/K23605346
https://unit42.paloaltonetworks.com/cve-2022-1388/
https://support.f5.com/csp/article/K23605346
https://support.f5.com/csp/article/K23605346
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product or service, referenced in this document or otherwise.
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