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Threat Type

Multiple vulnerabilities in Cisco SD-WAN vManage Software could allow an unau-
thenticated, remote attacker to execute arbitrary code or allow an authenticated,
local attacker to gain escalated privileges on an affected system. The full advisory
from Cisco can be found here.

• CVE-2021-1479: Cisco SD-WAN vManage Remote Management Buffer
Overflow Vulnerability (CVSS Base Score: 9.8)

– The vulnerability is due to improper validation of user-supplied input to
the vulnerable component. An attacker could exploit this vulnerability by
sending a crafted connection request to the vulnerable component that,
when processed, could cause a buffer overflow condition. A successful
exploit could allow the attacker to execute arbitrary code on the underly-
ing operating system with root privileges.

• CVE-2021-1137: Cisco SD-WAN vManage Privilege Escalation Vulnera-
bility (CVSS Base Score: 7.8)

– The vulnerability is due to insufficient input validation by the affected soft-
ware. An authenticated attacker who has permissions to add new users
or groups on the vManage system could exploit this vulnerability by modi-
fying a user account. A successful exploit could allow the attacker to gain
root privileges on the underlying operating system.

• CVE-2021-1480: Cisco SD-WAN vManage Privilege Escalation Vulnera-
bility (CVSS Base Score: 7.8)

– The vulnerability is due to improper validation of input to the system file
transfer functions. An authenticated attacker could exploit this vulnera-
bility by sending specially crafted requests to the vulnerable system. A
successful exploit could allow the attacker to overwrite arbitrary files and
modify the system in such a way that could allow the attacker to gain root
privileges on the underlying operating system.

Products Affected
These vulnerabilities affect Cisco devices if they are running a vulnerable release
of Cisco SD-WAN vManage Software. For information about which Cisco software
releases are vulnerable, see the Fixed Software section of the Cisco advisory.
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https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vmanage-YuTVWqy
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vmanage-YuTVWqy#fs
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Impact

• CVE-2021-1479: Could allow an unauthenticated, remote attacker to cause a
buffer overflow condition.

• CVE-2021-1137: Could allow an authenticated, local attacker to gain esca-
lated privileges on the underlying operating system.

• CVE-2021-1480: Could allow an authenticated, local attacker to gain esca-
lated privileges on the underlying operating system.

Recommendations

Cisco has released software updates that address the vulnerabilities described in
this advisory.

Fixed Releases:

Cisco SD-WAN vManage Release First Fixed Release
18.4 and earlier Migrate to a fixed release
19.2 19.2.4
19.3 Migrate to a fixed release
20.1 Migrate to a fixed release
20.3 20.3.3
20.4 20.4.1
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