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Description

Published: 2024-07-17T17:15:00

Vendor: Cisco

Product: Cisco Smart Software Manager On-Prem

CVE ID: CVE-2024-20419

CVSS3.0 Score1: 10.0

EPSS2: 0.093060000

(For up to date EPSS score, click here: https://api.first.org/data/v1/epss?cve=CVE-2024-20419

Summary: A vulnerability in the authentication system of Cisco Smart Software Manager On-Prem (SSM

On-Prem) could allow an unauthenticated, remote attacker to change the password of any user, including

administrative users.

This vulnerability is due to improper implementation of the password-change process. An attacker could

exploit this vulnerability by sending crafted HTTP requests to an affected device. A successful exploit

could allow an attacker to access the web UI or API with the privileges of the compromised user.

Products Affected

• Cisco Cisco Smart Software Manager On-Prem

Impact

• Common Weakness Enumeration (CWE)3: CWE-620 - Unverified Password Change

• Present in CISA Known Exploited Vulnerability(KEV)4 catalog: NO

• Used by Ransomware Operators: Not Known

Recommendations

The NCSC strongly advises affected organisations to review the latest release notes and install the rele-

vant updates from Cisco.

Additional recommendations and mitigations for CVE-2024-20419 can be found in the respective link

below:

• https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/ci

sco-sa-cssm-auth-sLw3uhUy

1https://www.first.org/cvss/v3.0/specification-document
2https://www.first.org/epss/articles/prob_percentile_bins
3https://cwe.mitre.org/
4https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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