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Description

Progress Software Corporation have released details of multiple SQL injection vulnerabilities in the
MOVEit Transfer web application that could allow an un-authenticated attacker to gain unauthorised ac-
cess to the MOVEit Transfer database.

All versions of MOVEit Transfer are affected by this vulnerability.

Patches for this vulnerability are available for supported versions. Progress have made details of the vul-
nerability available from their website: https://community.progress.com/s/article/MOVEit-Transfer-Critical-
Vulnerability-CVE-Pending-Reserve-Status-June-9-2023

Products Affected

MOVE:it transfer versions released before:

2021.0.7 (13.0.7)

2021.1.5 (13.1.5)

2022.0.5 (14.0.5)

2022.1.6 (14.1.6)

2023.0.2 (15.0.2)

Exploitation of this vulnerability could allow an attacker to submit a crafted payload to a MOVEit Transfer
application endpoint which could result in modification and disclosure of MOVEit database content.

Recommendations

The NCSC strongly advises users of affected versions to apply patches where available or update to a
supported version.

Progress have made patches for affected versions of the software available from their
website:  https://community.progress.com/s/article/MOVEit-Transfer-Critical-Vulnerability-CVE-Pending-
Reserve-Status-June-9-2023
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