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Description

Zyxel has released a number of security advisories in relation to critical OS command injection and

multiple buffer overflow vulnerabilities in a number of their firewall series.

The first advisory provides information and recommendations on the OS command injection vulnerability

tracked as CVE-2023-28771. Exploitation of this vulnerability could allow an unauthenticated attacker to

execute OS commands remotely by sending specially crafted packets to an affected device.

The second advisory provides information and recommendations on two buffer overflow vulnerabilities

tracked as CVE-2023-33009 and CVE-2023-33010. An attacker could exploit these vulnerabilities to

cause Denial-of-Service (DoS) conditions and remote code execution on an affected device.

Products Affected

CVE-2023-28771, CVE-2023-33009 and CVE-2023-33010 affect the following Zyxel product series:

• ATP

– Versions: ZLD V4.32 to V5.36 Patch 1

• USG FLEX

– Versions: ZLD V4.50 to V5.36 Patch 1

• VPN

– Versions: ZLD V4.30 to V5.36 Patch 1

• ZyWALL/USG

– Versions: ZLD V4.25 to V4.73 Patch 1

CVE-2023-33009 and CVE-2023-33010 affect the following Zyxel product series:

• USG FLEX50(W) / USG20(W)-VPN

– Versions: ZLD V4.25 to V5.36 Patch 1

Impact

Exploitation of CVE-2023-28771 could allow an unauthenticated attacker to execute OS commands re-

motely by specially sending crafted packets to an affected device.
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Exploitation of CVE-2023-33009/CVE-2023-33010 could allow an unauthenticated attacker to cause

Denial-of-Service (DoS) conditions and achieve remote code execution on an affected device.

To date, the NCSC is aware of these vulnerabilities being exploited in the wild.

Recommendations

The NCSC recommends that affected organisations review the issued security advisories below from

Zyxel and update to the latest relevant patch as soon as possible.

Further information and additional steps available to organisations can be found in Zyxel’s advisories

here:

• https://www.zyxel.com/global/en/support/security-advisories/zyxel-security-advis

ory-for-remote-command-injection-vulnerability-of-firewalls

• https://www.zyxel.com/global/en/support/security-advisories/zyxel-security-advis

ory-for-multiple-buffer-overflow-vulnerabilities-of-firewalls
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