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Version history

Date Version number
1 June 2023 Version 1.0
8 June 2023 Version 1.1

Description

Barracuda Networks has identified a remote command injection vulnerability (CVE-2023-2868) in the
Barracuda ESG product. The vulnerability stems from incomplete input validation of .tar files, allowing
an attacker to remotely execute a system command with the privileges of the ESG product. Barracuda
Networks have reported that this vulnerability has been exploited since at least October 2022.

Barracuda have advised that all impacted ESG appliances must be immediately replaced regard-
less of patch version level. Details are available here: https://www.barracuda.com/company/legal/esg-
vulnerability

Products Affected

This vulnerability affects the following:

» Barracuda ESG Appliance - versions 5.1.3.001 - 9.2.0.006

Exploitation of CVE-2023-2868 could allow an attacker to execute remote commands with the privileges
of the ESG appliance.

Barracuda Networks have evidence of activity exploiting this vulnerability starting from October 2022
against a limited number of customers. These affected customers have been notified by Barracuda
Networks. In these exploitation attempts, persistent malware was deployed with the abilities to up-
load/download files, proxy/tunnel traffic, and monitor SMTP traffic on the device.

Barracuda Network incident response teams have identified malware, backdoors, and other custom utili-
ties that were used to move laterally within targeted environments and exfiltrate data. Further information
can be found in the following link: https://www.barracuda.com/company/legal/esg-vulnerability
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Recommendations

The NCSC advises that organisations replace impacted Barracuda ESG appliances as soon as possible.

Any impacted Barracuda customers who have not yet replaced their appliances are advised to contact
Barracuda support at support@barracuda.com.

Full details are available here: https://www.barracuda.com/company/legal/esg-vulnerability
The NCSC also advises that organisations with ESG appliances perform a compromise assessment using

the I0C’s found in the links below.

* https://www.barracuda.com/company/legal/esg-vulnerability

* https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-2868
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