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Internal investigators at FortiNet have uncovered a vulnerability, CVE-2023-25610 in FortiOS/ FortiProxy
that exploits a buffer underflow vulnerability to execute arbitrary code on the device and/or perform a DoS
on the GUI, via specifically crafted requests.

FortiNet have released a patch, and detailed a work around on their advisory at
https://www.fortiguard.com/psirt/FG-IR-23-001.  They note that CVE-2023-25610 was discovered
internally, and have not observed threat actors exploiting it.

The NCSC recommends that constituents using the FortiOS or FortiProxy devices assess their exposure
to the risk and apply the risk mitigation provided by FortiNet as appropriate and in accordance with local
change management policy.

Products Affected

The advisory lists vulnerable software versions, and provides a list of devices. It notes that there are two
risks from the vulnerability, those of remote code execution and DoS. All devices running the vulnerable
software are at risk, but the devices listed are only vulnerable to the DoS risk, not both. If your device is
not on the list but is running a vulnerable software version, it means that it is vulnerable to both risks.

FortiOS version 7.2.0 through 7.2.3

* FortiOS version 7.0.0 through 7.0.9

+ FortiOS version 6.4.0 through 6.4.11

* FortiOS version 6.2.0 through 6.2.12

+ FortiOS 6.0 all versions

« FortiProxy version 7.2.0 through 7.2.2
+ FortiProxy version 7.0.0 through 7.0.8
* FortiProxy version 2.0.0 through 2.0.11
* FortiProxy 1.2 all versions

» FortiProxy 1.1 all versions:

Exploitation of CVE-2023-25610 may allow an remote unauthenticated attacker using crafted requests to:
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» Execute remote coded on device

» Perform Denial of Service to use device GUI

Recommendations

System managers should assess if their device is vulnerable to CVE-2023-25610, then check if the device
type is listed in the advisory to assess if it is at exposed to both risks.

FortiNet have released updates for vulnerable systems, and identified version numbers in their advisory.

They have provided a details of a workaround that system managers should consider implementing while
conducting change management on the device.

The core concept of the workaround is limiting the IP addresses allowed to access the GUI or disabling
the GUI completely.

References

* https://www.fortiguard.com/psirt/FG-IR-23-001 FortiNet advisory

* https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-25610 CVE details, place-
holder as at time of publication.
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