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Description

Threat Actors have been observed actively exploiting a recently identified, high severity vulnerability in
IBM’s Aspera Faspex file transfer solution. The vulnerability is tracked as CVE-2022-47986 and classified
as ‘high severity’ with a CVSS score of 9.8.

By sending a specially-crafted obsolete API call, a remote attacker could exploit this vulnerability to ex-
ecute arbitrary code on a vulnerable system. The obsolete API call was removed in Faspex 4.4.2 PL2
(Patch Level 2).

You can view IBM’s security bulletin here, which also addresses a number of other vulnerabilities:

https://www.ibm.com/support/pages/node/6952319.

Products Affected

The following versions of IBM’s Aspera Faspex are vulnerable to CVE-2022-47986:

» IBM Aspera Faspex 4.4.2 Patch Level 1 and earlier

Exploitation of CVE-2022-47986 could allow an unauthorised remote attacker to execute arbitrary code
on the system which could lead to compromised systems, denial of service, reputational damage and/or
data loss.

There have been recent reports of active exploitation of this vulnerability in the wild.

Recommendations

The NCSC strongly advises affected organisations to identify any assets that are running IBM Aspera
Faspex 4.4.2 Patch Level 1 and earlier and to upgrade to IBM Aspera Faspex 4.4.2 PL2.

Further information from IBM on this fix for Windows and Linux platforms can be found here:

* Windows

e Linux
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