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Description

Ivanti have disclosed details of a remote unauthenticated API access vulnerability in Ivanti End-

point Manager Mobile (EPMM), formerly known as MobileIron Core, that impacts all supported ver-

sions of the product as well as end-of-life versions. This vulnerability is being tracked as CVE-

2023-35078 and has been assigned a CVSS of 10.0. Advice for administrators is available from

Ivanti here: https://forums.ivanti.com/s/article/CVE-2023-35078-Remote-unauthenticated-API-access-

vulnerability?language=en_US

Products Affected

All supported versions are affected:

• Ivanti Endpoint Manager Mobile versions 11.4, 11.10, 11.9 11.8

• Older versions/releases are also vulnerable

Impact

Successful exploitation of this vulnerability could allow an unauthenticated remote actor to access users’

Personally Identifiable Information (PII) and to add an administrative account and/or change the configu-

ration. Ivanti are aware of a number of customers that have been impacted.

Recommendations

Ivanti have released a patch to remediate this vulnerability and recommend that customers apply this

immediately. Information on how to access the patch and apply remediation’s are available to Ivanti

customers by logging in to the customer portal here: https://forums.ivanti.com/s/article/KB-Remote-

unauthenticated-API-access-vulnerability-CVE-2023-35078

The NCSC strongly advises affected organisations to follow Ivanti’s advice and take immediate steps to

remediate this vulnerability by upgrading. If you cannot upgrade, please refer to the information in the

advisory to apply an RPM-based solution.
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