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Description

JetBrains has released a software update for their TeamCity product that addresses the vulnerabilities
CVE-2023-42793 and CVE-2023-43566. CVE-2023-42793 is a critical severity authentication bypass
vulnerability with a CVSS score of 9.8. Exploitation of CVE-2023-42793 could lead to a remote code
execution (RCE) attack. CVE-2023-43566 is stored XSS vulnerability, that can occur during a Teamcity
node configuration.

UPDATE: On December 14th further information was released with regards to observed exploitation of
these vulnerabilities.

The U.S. Federal Bureau of Investigation (FBI), U.S. Cybersecurity & Infrastructure Security Agency
(CISA), U.S. National Security Agency (NSA), Polish Military Counterintelligence Service (SKW), CERT
Polska (CERT.PL), and the UK’s National Cyber Security Centre (NCSC) has assessed that Russian
Foreign Intelligence Service (SVR) cyber actors—also known as Advanced Persistent Threat 29 (APT
29), the Dukes, CozyBear, and NOBELIUM/Midnight Blizzard—are exploiting CVE-2023-42793 at a large
scale, which they say have been targeting servers hosting JetBrains TeamCity software since September
2023.

Products Affected

TeamCity is a build management and continuous integration server from JetBrains. CVE-2023-42793 and
CVE-2023-43566 affect TeamCity versions prior to:

+ 2023.05.4.

Exploitation of CVE-2023-42793 can be used for authentication bypass leading to RCE on TeamCity
servers, allowing an attacker to execute arbitrary code, which could result in system compromise and
data loss.

Recommendations

The NCSC strongly advises affected organisations to upgrade TeamCity servers to the remediated version
as soon as possible and keep up to date with any further Jetbrains security updates. Exposing systems
to the internet significantly increases the risk against that system and networks connected to that system.
Services should not be exposed to the internet unless strictly necessary.

Further information can be found here:
* CISA Indicators of Compromise

+ JetBrains - Fixed Security Issues in TeamCity
* NIST CVE-2023-42793
* NIST CVE-2023-43566
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https://cve.org/CVERecord?id=CVE-2023-42793
https://cve.org/CVERecord?id=CVE-2023-43566
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-347a
https://www.jetbrains.com/privacy-security/issues-fixed/?product=TeamCity
https://nvd.nist.gov/vuln/detail/CVE-2023-42793
https://nvd.nist.gov/vuln/detail/CVE-2023-43566
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