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Description

Juniper Networks has released a software update that address vulnerabilities CVE-2023-36844, CVE-

2023-36845, CVE-2023-36846, and CVE-2023-36847. The vulnerabilities affect Junos OS on EX and

SRX series devices respectively. By chaining exploitation of these vulnerabilities, an unauthenticated,

network-based attacker may be able to remotely execute code on the devices.

Juniper have reported a proof of concept has been published and exploit attempts have been detected.

The Juniper Networks out-of-cycle security bulletin can be viewed here: https://supportportal.juni

per.net/s/article/2023-08-Out-of-Cycle-Security-Bulletin-Junos-OS-SRX-Series-and-EX-

Series-Multiple-vulnerabilities-in-J-Web-can-be-combined-to-allow-a-preAuth-Remote

-Code-Execution?language=en_US

Products Affected

Juniper Networks has reported that the vulnerabilities affect the following devices:

SRX Series:

• All versions prior to 20.4R3-S8

• 21.1 version 21.1R1 and later versions

• 21.2 versions prior to 21.2R3-S6

• 21.3 versions prior to 21.3R3-S5

• 21.4 versions prior to 21.4R3-S5

• 22.1 versions prior to 22.1R3-S3

• 22.2 versions prior to 22.2R3-S2

• 22.3 versions prior to 22.3R2-S2, 22.3R3

• 22.4 versions prior to 22.4R2-S1, 22.4R3

EX Series:

• All versions prior to 20.4R3-S8

• 21.1 version 21.1R1 and later versions

• 21.2 versions prior to 21.2R3-S6

• 21.3 versions prior to 21.3R3-S5
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• 21.4 versions prior to 21.4R3-S4

• 22.1 versions prior to 22.1R3-S3

• 22.2 versions prior to 22.2R3-S1

• 22.3 versions prior to 22.3R2-S2, 22.3R3

• 22.4 versions prior to 22.4R2-S1, 22.4R3

Impact

By chaining exploitation of these vulnerabilities, threat actors could achieve remote code execution on the

devices.

Juniper Networks has reported that exploitation attempts have occurred, although have not been suc-

cessful at the time of reporting.

Recommendations

The NCSC strongly advises affected organisations to implement the available patches and limit access

to the web management interface to only trusted devices. Further information on a work around and

mitigation steps that organisations can take can be found here:

• https://supportportal.juniper.net/s/article/2023-08-Out-of-Cycle-Security-Bull

etin-Junos-OS-SRX-Series-and-EX-Series-Multiple-vulnerabilities-in-J-Web-can-b

e-combined-to-allow-a-preAuth-Remote-Code-Execution?language=en_US
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