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Description

A Critical Arbitrary File Delete Vulnerability exists in SonicWall SMA 100 Series Appliances, which
include SMA 200, 210, 400, 410 and 500v. The vulnerability SNWLID-2021-0021 could potentially
allow a remote unauthenticated attacker the ability to delete arbitrary files from a vulnerable device,
potentially gaining administrator access to the underlying host. This is due to improper limitation of a
file path to a restricted directory.

Products Affected

• 9.0.0.10-28sv and earlier

• 10.2.0.7-34sv and earlier

• 10.2.1.0-17sv and earlier

Impact

Adminstrator access to underlying host - compromised systems, data loss.

Recommendations

The NCSC recommends that affected organisations review the SonicWall Notification and login to their
respective MySonicWall Accounts to upgrade their appliances to the patched versions of firmware.
Further information on how to upgrade the firmware can be found in the following KB article. .
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https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2021-0021
https://www.sonicwall.com/support/product-notification/security-notice-critical-arbitrary-file-delete-vulnerability-in-sonicwall-sma-100-series-appliances/210819124854603/
https://mysonicwall.com/
https://www.sonicwall.com/support/knowledge-base/how-to-upgrade-firmware-on-sma-100-series-appliances/170502339501169/
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