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Threat Type

The NCSC has received information that a coordinated attack has occured on
cybersecurity provider, SonicWall’s internal systems, by sophisticated threat actors
exploiting possible zero-day vulnerabilities in specific SonicWall secure remote
access products. Please review SonicWall’s updated product notification here.

Products Affected
At the time of writing, the SMA 100 Series remains under investigation for vulnera-
bility exploitation.

Impact Compromised Information Systems.

Recommendations

SonicWall advise SMA 100 series administrators to:
• Create specific access rules or disable Virtual Office and HTTPS administra-

tive access from the Internet while they continue to investigate the vulnerabil-
ity.

• Enable Multifactor Authentication on all SonicWall SMA, Firewall and MySon-
icWall Accounts. Ref: 1, 2, 3.

• Enable logging and remain vigilant for anonymous or unusual activity on your
SonicWall products.

• Monitor SonicWall’s securty notifications for updates, software patches or up-
dated mitigation actions.
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https://www.sonicwall.com/support/product-notification/urgent-security-notice-netextender-vpn-client-10-x-sma-100-series-vulnerability-updated-jan-23-2021/210122173415410/
https://www.sonicwall.com/support/knowledge-base/how-to-configure-two-factor-authentication-using-totp-for-https-management/190201153847934/
https://www.sonicwall.com/support/knowledge-base/how-do-i-configure-2fa-for-ssl-vpn-with-ldap-and-totp/190829123329169/
https://www.sonicwall.com/support/knowledge-base/how-can-i-configure-time-based-one-time-password-totp-in-sma-100-series/180818071301745/
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