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Threat Type

The NCSC has received information that advanced threat actors are actively
exploiting SolarWinds Orion Platform software versions 2019.4 through 2020.2.1,
released between March 2020 and June 2020. Please review the SolarWinds
advisory here.

This supply chain attack affecting SolarWinds Orion is being used to distribute
malware labelled as SUNBURST. The threat actors have taken multiple steps to
hide and obfuscate activity and have shown a high level of operational security
(OPSEC) and sophistication. NCSC-IE recommends that affected organisations
review the Recommendations section below and to upgrade to Orion Platform
version 2020.2.1 HF 2 as a matter of urgency.

Products Affected
SolarWinds Orion Platform software version builds for versions 2019.4 HF 5, 2020.2
with no hotfix installed and 2020.2 HF 1.

Impact Compromised Information Systems.

Recommendations

NCSC-IE recommends that affected organisations upgrade to Platform version
2020.2.1 HF 2 as soon as possible, to ensure the security of your environment. The
2020.2.1 HF 2 release both replaces the compromised component and provides
several additional security enhancements.

The latest version is available in the SolarWinds Customer Portal. Solar-
Winds also advise that organisations with any of the products for Orion Platform
v2019.4 HF 5 listed here to update to 2019.4 HF 6. If you are not sure which
version of the Orion Platform you are using, see directions on how to check that
here. To check which hotfixes you have applied, please go here.

NCSC-IE also recommends affected organisations follow these steps:
• Ensure that all SolarWinds Orion Servers are isolated and all relevant patches

and hotfixes are applied.

• Check web proxy, DNS proxy and firewall logs for avsvmcloud[.]com. The
malware attempts to resolve a subdomain of avsvmcloud[.]com and the DNS
response will then deliver a CNAME record that directs to a command and
control (C&C) domain.

• Change all passwords on accounts associated with instances of Orion Server.

• Review FireEye’s GitHub page for countermeasures and IoC’s. Use the sig-
natures provided by FireEye to identify related activity.

• Where resources and business continuity constraints permit, organisations
should consider a full system rebuild of affected SolarWinds host systems.
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https://www.solarwinds.com/securityadvisory
https://customerportal.solarwinds.com/
https://www.solarwinds.com/securityadvisory
https://support.solarwinds.com/SuccessCenter/s/article/Determine-which-version-of-a-SolarWinds-Orion-product-I-have-installed?language=en_US
https://support.solarwinds.com/SuccessCenter/s/article/Verify-hotfixes-that-have-been-installed?language=en_US
https://github.com/fireeye/sunburst_countermeasures
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