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Threat Type

The NCSC has received information that advanced threat actors are actively
exploiting vulnerabilities that exist in VMware products.

CVE-2020-4006 relates to a Command Injection Vulnerability in VMware
Workspace One Access, Access Connector, Identity Manager, and Identity
Manager Connector administrative configurator. A malicious actor with network
access to the administrative configurator on port 8443 and a valid password for the
configurator admin account can execute commands with unrestricted privileges on
the underlying operating system.

Products Affected

These vulnerabilities affect the following VMware products:
• VMware Access 20.01 and 20.10 on Linux

• VMware Access Connector 20.01.0.0 and 20.10 on Windows

• VMware vIDM 3.3.1, 3.3.2 and 3.3.3 on Linux

• VMware vIDM Connector 3.3.1, 3.3.2, 3.3.3 and 19.03 on Windows

• VMware vIDM Connector 3.3.1 and 3.3.2 on Linux

Impact Access to protected data and abuse of federated authentication.

Recommendations

NCSC-IE recommends that affected organisations should apply the appropriate
updates or workarounds as recommended by WMware as soon as possible.
VMware customers can access patches here.

The use of strong passwords and removing access to the management inter-
face from the internet will reduce an organisations risk.
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https://www.vmware.com/security/advisories/VMSA-2020-0027.html
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